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1 Executive Summary

1.1 Introduction, Goals and Principles

This document presents the Draft Concept of Operations and Lifecycle Concept (the Concept)
for the next generation Clipper® (C2) automated fare collection (AFC) system. C2 will be a
customer-focused, cost-effective fare-collection system that supports a modern, consistent, and
seamless transit experience in the Bay Area providing a flexible platform for improving future
regional efficiencies delivered through a collaborative partnership between operating agencies,
the Metropolitan Transportation Commission (MTC), and the private sector. Its primary purpose
is to describe in narrative format the capabilities C2 will need to provide in order to meet these
goals—that is, describing “what” functions and services will need to be delivered, but not
specifically “how” they are to be built and delivered. The “how” will come later in the form of
technical requirements; system designs; and, ultimately, the hardware, software, systems,
people, and operations required to deliver, operate and maintain C2.

Goals defined for C2 to-date include the following:

1. Provide excellent, proactive customer service that is efficient, intuitive and familiar.

2. Ensure transparent, efficient, and cost-effective program governance that
minimizes risk

3. Support data-driven operations that are flexible, responsive, efficient, and reliable

Key principles embodied throughout the Draft Concept supporting those goals include the
following:

e Provide self-serve options for customers to purchase fare media and obtain
customer support in order to manage demands on staffed facilities.

e Manage the impact on customers and the partner agencies of moving from the current
Clipper® system to C2.

e Make improvements needed to address customer issues, improve system
management and transparency, and provide greater flexibility to accommodate new
and emerging technologies.

e Provide greater capabilities for the partner agencies to manage their own fare rules,
provide consistent customer service, make better use of data, and provide choices in
equipment.

¢ Recognize that C2 will continue to grow and evolve over time, and that fundamental
provisions should therefore be put in place to allow staged replacement of systems
and devices over time to reduce the risk and impact of a “forklift” system replacement
in the future.

e Support proactive management of C2 through automation and data-driven decisions.

e Provide a system that balances innate desires for the latest and greatest technologies
with the practicalities of cost, risk, and complexity.

1.2  The Lifecycle Concept

This Concept of Operations and Lifecycle Concept document goes beyond typical fare collection
concept of operations documents that are often little more than descriptions of the physical
elements of the system to be provided and/or that focus on the initial build of a system without
due consideration for all of the activities that need to occur later in the life of the system. It is
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intended to provide a point of reference for later design and development activities, as well as
act as a “living” document that can evolve as needs and requirements are refined over time.

The diagram below represents the body of information contained within the Concept.

C2 Operations Capabilities

. Fare Payment and Enforcement
. Customer services

. Fare media management

. Financial management

. Data management

. Data exchange

. Certification management

. Operational support

. Security and fraud management

W oo~ b wihe=

C2 Maintenance Capabilities
10. System maintenance

11. Configuration management
12. Asset management
13. Business continuity

C2 Management Capabilities

13. Program controls

14. Marketing

15. People and process mgmt.

16. Program audit and compliance
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Executive management

Existing MTC and agency
operational environment
Planning, HR, finance, marketing,
legal, procurement, asset mgmt,
engineering, IT, others..

Existing transit service
operations

(Operations, maintenance)

Existing technical
environments
(Legacy systems including C1,
physical infrastructure,
communications, power, HVAC etc.)

o

S

The boxes to the left represent the fundamental, or top-level capabilities, C2 will need to deliver
organized in terms of operations, maintenance, and management. These have been further
decomposed into more detailed capabilities as described in the body of the Concept and will
form the basis for subsequent development of technical, functional, and other requirements.

The “containing environment” describes the full scope of C2 that will need to be delivered,
considering not only the functions, services and systems to be provided by the C2 systems, but
also how C2 fits within the program environment of MTC and the partner agencies. The larger
“outside world” box acknowledges that C2 will need to interact with many outside actors and
entities. Ultimately these interactions will form the basis for interface requirements and

specifications documents.

March 28, 2016
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1.3  Concept Statements

This Concept document contains a series of concept statements organized around operations,
maintenance, management, and lifecycle concepts. The general structure of each of these are

as follows:
o Each concept begins with a
Concept Statement Structure summary statement of a key
9 attribute to be delivered by C2.
I 9 Below the summary is a narrative

description of what that concept

C2 will have an n-tier architecture. (1 . .
o* () is expected to be or provide

As with traditional smart card driven electronic e
e » fare collection systems, C2 functionality will most

likely be provided by a multi-tiered distributed

systems architecture. At its lowest tier, consumer

These are codes related to
current levels of certainty around
the concept: (1) identifies a

smart cards, consumer mobile devices and concept with a high degree of
consumer wearables, will make up most of this certainty; identifies a likely
architecture level, Readers, station gates, ticket assumption at this time and (3)
vending machines and other similar capture identifies a risky assumption
devices will make up this next level. At the highest where there are still decisions to
tier of the architecture, the back office systems be made.

that enable the various functions required of the
C2 system, will formulate this level.

The concepts and capabilities as described will form the basis for the system requirements, and
will be traced throughout the design, development and testing of C2 to confirm that at all points
in the process the expected outcomes are being achieved.

March 28, 2016
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2 Project Background

Through partnership with the regional transit agencies, and in coordination with the public and
other key stakeholders, the Clipper® Executive Board is planning for the development,
implementation and operation of the second generation Clipper® program regional fare payment
system (C2 system).

The current vendor contract for the Clipper® program (referred to as the C1 system in this
document for clarity) expires in 2019, and its equipment and back office are due for replacement.
Updates to the system are required to sustain the program. The participating operators (partner
agencies) are seeking a new contract, new technology, and a more effective level of service
while preserving the reusable components and the brand of the current program. They are
seeking a smooth transition, a cost effective solution, and a collaborative system integrator and
vendor team relationship for continued future success.

This section provides background information for the Clipper® Next Generation Fare Collection
System project to provide context for the C2 concepts included.

2.1  Clipper® History

Originally called Translink, the Clipper® system began operation in the Bay Area in 2002 and
has been expanding to all participating agencies through a phased implementation. Over the
next several years the system became available to more and more transit customers throughout
the region, gradually gaining participation and market share. In 2010 Translink was rebranded as
Clipper® and participation climbed more dramatically; by 2013 the Clipper® partner agencies
began preparation for a next-generation electronic fare collection system.

Across the Bay Area as of 2014, Clipper® was accepted at approximately 4,700 bus validation
devices and over 800 fare gates and other rail validators. Customers could load value or fare
products at nearly 700 ticket vending machines.

Today, over 1.4 million Clipper® cards are in

circulation, making 700,000 trips per day
across 20 transit agencies throughout the
Bay Area including AC Transit, Bay Area
Rapid Transit (BART), Caltrain, Golden Gate
Transit & Ferry, San Francisco Municipal
Transportation Agency (SFMTA), San Mateo
Valley Transit District (SamTrans), Valley
Transportation Authority (VTA), San
Francisco Bay Ferry, Marin Transit, Fairfield
and Suisun Transit (FAST), VINE Transit
(Napa County), Solano County Transit

(SolTrans), Vacaville City Coach, The

Figure 1: Clipper® program partner transit agencies County Connection (CCCTA), Tri-Delta

March 28, 2016

Transit, WestCAT, WHEELS, Petaluma

Transit, Santa Rosa CityBus, Sonoma
County Transit. Two additional partner agencies, Union City Transit and the Sonoma-Marina
Area Rail Transit District (SMART) are expected to launch in 2016, bringing the total number of
partner agencies to 22 and making Clipper® available to 95 percent of all transit customers in
the Bay Area.

The current Clipper® system reliably supports over 100 fare products, calculates transfer
discounts between agencies and handles complex payment functions. This includes a variety of
operator-specific fare policies including flat fares on some services, distance-based fares

on others, tap-in only with free exit, and tap-in/tap-out; all of which co-exist and operate in the
system. The region also operates a variety of employer and institutional programs and
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is considering how to integrate other services such as parking, paratransit, and other services to
help riders in the Bay Area move effectively and seamlessly through the region.

Much of the Clipper® infrastructure is designed to require little ongoing maintenance. The
current system design also emphasizes quick fare payment and auto-load features, promoting
efficient boarding and convenience. While the strengths of the Clipper® system have provided
the Bay Area today with a sound fare payment system, there are several opportunities for
expansion, improvement and wholesale modernization. To continue supporting the mission of
Clipper®, MTC and the regional agencies will build on the current successes of and implement
C2.

The original system was supplied by ERG Transit Systems (now Vix Technology) who were
responsible for providing all of the fare collection devices and back-end transaction

processing, reporting and customer service systems. Cubic Transportation Systems (Cubic) now
operates and maintains the system which over time has evolved and now represents a blend of
the original ERG systems, software and equipment, and CTS-supplied systems, software and
equipment. Additionally, agencies such as BART maintain their own fare collection equipment
and systems with Clipper® devices integrated into that equipment. C2 is not intending to replace
that equipment, and instead expects that any new C2 components will be integrated and work
with existing partner agency infrastructure.

2.2 C2 Project Motivation

Today’s Clipper® is generally well-liked by Bay Area transit customers and highly regarded
among industry professionals. With more than 700,000 transactions processed on a typical
weekday and a high customer satisfaction rate, the current system functions soundly. However,
designed nearly two decades ago, the Clipper® system in place today was one of the first
contactless transit payment systems implemented in the United States, and the technology
landscape has changed since then with technological advances bringing capabilities able to
significantly enhance the user experience for both the transit customer and the agencies
managing the system.

Generally, the desire to bring Clipper® into the next generation is two-fold. First, there is a strong
desire to improve functionality with the purpose of enhancing the customer experience and
usability. Second, at nearly twenty years old, the system is in need of a full scale analysis to
determine which components of the system are working well and which need to be refreshed,
redesigned or improved.

For example, one of the major drawbacks of the current system is the lack of real-time
information and support for both the customer and the agencies. Today, funds added to the
customer’s account could take days to be reflected on the fare media. This can produce
justifiable frustration when a customer attempts to pay a transit fare knowing they have already
added funds online but finding out at the point of payment that the funds have not yet reached
their Clipper® card. Additionally, transit agencies are looking for ways to provide real-time
operational support to improve the services they provide. The process to reflect fare rule
changes is cumbersome and time-consuming and an improved design would better allow MTC
and its partner agencies to effectively manage change.

Furthermore, the Bay Area has a worldwide reputation for being at the forefront of technology
innovation, and is often one of the first communities to embrace technology revolutions.
However, the Clipper® system today is based on an outdated architecture with proprietary data
and interface formats that limit the flexibility, evolution, and development of the current Clipper®
system. The region has expressed an interest in procuring a transit fare-payment system
reflective of its innovative culture and able to adapt to a changing technological landscape.
Developing a system concept grounded in this vision will allow for a C2 system able to utilize the
current technological choices of the customer (e.g., mobile apps) with an eye to help position the
system to be more responsive to new solutions that may present themselves years after C2 has
been implemented.
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3 C2 Overview
3.1  C2 Purpose and Goals

3.1.1  C2Purpose

Based on the analysis performed in developing this document, the following overall purpose

statement for C2 has been developed, using the C2 ‘vision’ statement as its starting point:

/”The next generation Clipper® system (C2) is a customer-focused, cost-
effective fare-collection system that supports a modern, consistent
and seamless transit experience in the Bay Area, providing a flexible
platform for improving future regional efficiencies, delivered through
a collaborative partnership between operating agencies, MTC and the

[

\private sector”
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3.1.2 Clipper® Program Goals

The Clipper® Memorandum of Understanding (MOU) defines the following seven top-level
program goals:

1. Provide an intuitive, efficient and familiar experience

2. Provide excellent, proactive customer service

3. Create a transparent, consistent, inclusive and timely decision-making process

4. Govern the program efficiently and cost-effectively

5. Ensure that accurate and complete data is available to support decision making at
every level

6. Ensure program flexibility and responsiveness

7. Ensure operational efficiency and reliability

3.2 The C2 Lifecycle and Whole-System Context

All systems have a lifecycle, or a series of stages through which a system passes, including
those necessary to plan, design, procure, build, test, install, operate, maintain, and eventually
dispose of the system.

C2 has the following lifecycle stages:

e Planning/Concept in which key C2 concepts are developed. This stage started with the
planning phase efforts and produced this concept document.

e Specifications in which requirements (technical and business) are developed based on the
concepts, and specifications are generated to hold the requirements and allow C2 to be
acquired and delivered.

e Acquisition, which is the end-to-end set of activities that delivers C2 ready for transition to
the operational environment. Acquisition is comprised of two main stages, procurement and
delivery, defined as follows:

o] Procurement in which the specification is released to the market with the
request for proposals documents and a preferred C2 system integrator is
selected and contracted with.
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o] Delivery in which the chosen vendor converts the description of C2 held in
the specification into outputs (typically hardware, software, and
documentation) that have been proven to operate as required through testing
and are installed in the operational environment but are not yet in use.

e Transition in which the delivered C2 system is transitioned to revenue operations, and the
original Clipper® system is phased out of operations.

e Operational in which C2 is operated, maintained, and managed in a live revenue
environment

e Renew, refresh, replace in which C2 (or parts of C2) reaches the end of its life and is
renewed, refreshed, and replaced, either whole or in part.

The C2 system includes the sub-systems arranged in an architecture with interfaces between
them, each with different functions and technical characteristics. The system also includes the
people and business processes that enable it to meet its requirements.

All stages of the C2 lifecycle and the system itself will be governed by the defined program
governance agreements, any applicable standards, and program funding arrangements. C2
itself will live within a complex multi-agency containing environment that places goals, needs,
and constraints on the C2 system throughout its lifecycle. The containing environment itself is
situated within an outside world of customers, auditors, regulators, and other external
stakeholders that also place needs and constraints on C2 throughout its lifecycle.

This document provides more than just a Concept of Operations. While it does include operation
concepts, it also includes concepts across the entire lifecycle, including maintenance,
management, acquisition, transition, and renew/replace/retire. The following diagram
summarizes this lifecycle concept and whole-system context described above.

Outside | Government ‘ | Auditors | | Customers “ Legal entities ” Regulators " Media ‘
world Financial Retail Emergency Future operating Supply chain
industry partners services agencies partners
c2 ds / traint
s s f needs / constraints
Containing environment
Governance,
standards and 2 goals Executive management
funding 4 raan Plan /
enew, refresh, concept Existing MTC and agency

operational environment

Planning, HR, finance, marketing,

legal, procurement, asset mgmt,
engineering, IT, others...

replace

Beyond C2... N
The C2
System

o L e
Technical
properties

% i Architecture

People Acq uire

Processes

(Procure)
Transition incl. contracts
and awards

from C1to €2 Acquire

Vendor design,
Figure 2: C2 Lifecycle and Whole-system View

Require-
ments

Existing transit service
operations
(Operations, maintenance)

Maintenance
Management

Operations

Existing technical
environments
(Legacy systems including C1,
physical infrastructure,
communications, power, HVAC etc._)

/

C2 needs / constraints

build, test,
install
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3.3

Customer Experience Summary

C2 is a customer-focused system that builds on the successes of Clipper® to achieve a
consistent user experience, regardless of geographical region, customer type, mode of travel, or

customer service channel. The following figure describes the customer experience envisioned

for C2 in the areas of obtaining and using the various forms of fare media accepted in the
system, and the types of customer service available to the customer.

Customer Experience

” A one-page

reference guide to
describe the
customer experience

(2 is a customer-focused system supporting a c
throughout the Bay Area. C2 will ¢
under Clipper®:

i less transit jence

and
p upon the

and i experience ished
A single piece of fare media for seamless, region-wide travel

A flexible range of fare products from participating agencies including daily, weekly and
monthly passes; cash value; institutional programs; and regional products

No change in usage from today: tap to board a bus; tap to enter a faregate and again to exit

A wide-ranging retail network for product sales and loads

A website and call center for customers to register cards, check balance and travel history, and
add value

Vending machines for card-present loads at certain agencies

The C2 experience will feel i toth dl

B f access point, whether it's the website,
maobile applications, in person, on the phone, by email, and through social media.

~ W [ DD ey
O T o e s ; 5 €2 fare media:
- Qs ""'"_"b" at: . . : + C2-branded contactless smart cards
@ - Clipper® website/mobile 3“d; E 45 *  C2-branded limited use contactless tickets
(&) call Center i P +  C2-branded mobile ticketing applications
. Retail network E ”_- +  C2-branded virtual fare media
. TVMs (selected agenti?sl © +  Third-party mobile payment applications
* Agency Customer Service L +  Open payment credit cards (future TBD)
Centers and sales outlets N ..........................................................
. Institutions (program | &)

*  Consistency of branding, customers) Download a C2 app from the Google Play store or the Apple iTunes
terminology and product . Agencies (stafffamily} store, or load an accepted credit card into a mobile wallet, the same
offerings enhances the ceeenennnea way customers interact with many brands or services they use
sales experience today.

+ TVMs mirror the look and feel of online sales channels as much
as possible and sell all C2 fare products

*  Atretailers, fare media packaged with different fare products
and different values. Take a card from the shelf and buy at
checkout counter, just like a gift card

* Agency Customer Service i
Centers and retail outlets
sell restricted fare media h/ Goog |e Pl ay
and fare products, suchas
senior and student C2 cards

Q
2 + The public today expect self—ser\_.le ! Service Channels:
e a :ustr::erservluto?lm— C2will . Website/mobile
o~ . P . meet those expectations.
o :iz:\'f;:i;:ael:get;nc;sase 1:'“ @ ;;’:u“ the Bay Area: t?')'] Customers are encouraged to i : \c:.lall:z:t:mers
. e directly access their account to : .
a &:tcuzmheer:atnszv:h:wk::w . Bus v a:ldre':s their own needs rather * Station agents
=) Clipper® * Ferry E than contacting a call center
+  No special training, no . Park and Ride 8 * Create and update accounts; add,
instruction about where to . Tolls (future TBD) 1) remove, edit payment methods;
tap . Paratransit (future TBD) = load cash value and products;
* Card or account-based: . Bike Share (future TBD) o report C2 lost or stolen; fare
differences are behind the adjustments - all self-serve!
scenes * The C2-branded mobile app and
Entire process is transparent to website are for self-serve
the customer and does not resolution of issues, quick access to
interrupt entry or boarding. travel and payment history, and
access to other important
information such as fares, transfer
rules, and policy.

+  Web and mobile user interfaces share functionality, look and feel,
terminology, and flows for a common user experience.

* Sometimes we just need to speak to someone to resclve our
problems; when we do, C2 telephone customer service and in-person
service from station agents or at agency customer service centers will
be fast, courteous, and personal.
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3.4 C2onaPage

The diagram on the following page provides a rich picture of C2 that provides a useful tool to

help understand C2, the capabilities that comprise it, and the major systems, and actors that will

either be part of it or interface to it.

The diagram depicts the major capabilities required from C2 and are shown in three colors,
which also match the color-coding on the Business Functions diagram later in this document:

YELLOW PINK BLUE
Operations Maintenance Program management

Capabilities shown straddling two or more layers are a shared responsibility of those layers it
straddles.

The figure consists of five layers, working out from the center:

1. Core System ( ) — This layer consists of operational and maintenance
capabilities that will be delivered through a C2 core system. These functions
represent the heart of C2.

2. C2 Vendor Scope ( ) — The C2 acquisition strategy recommends a
multi-vendor delivery coordinated by an overall systems integrator. Items in this
layer represent capabilities for which various C2 vendor(s) are responsible. The
Core System layer is a subset of the C2 Vendor Scope.

3. C2 Program Scope (BLUE layer) — Items in this layer are part of the overall C2
scope and are typically, but not exclusively, the responsibility of staff from the
Clipper® Contracting Agency (currently MTC). This layer includes program controls,
change and business process management, training and customer education, and
branding and marketing.

4. Partner Agencies (GRAY layer) — This layer largely consists of the partner agency
staff who will work with C2, including accountants, maintainers, station staff,
enforcement officers, and revenue maintainers. It also includes any legacy
equipment reused in C2 or systems for which an agency is responsible.

5. Outside World (WislIN=REWE]) — This outermost layer includes customers, financial
institutions, retailers, and other actors who use or participate in C2 but are not
connected to a C2 system integrator, MTC, or any of the partner agencies.
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3.5  Technical Concepts

This section provides an overview of the potential systems architecture and technical structural
framework of the C2 system.

3.5.1 The Fare Payment Technical Landscape

With electronic payments technology rapidly evolving, and the convergence of payments with
mobile and wearable appliances, the technical framework for C2 will be based upon an
approach of open systems and open architecture to enable modularity, flexibility, and
adaptability. The underlying foundation of the open systems and open architecture approach is
to build a C2 infrastructure that will adapt to the continuing evolution of technology. The use of
open public, non-proprietary interfaces and standards will provide the mechanism from which to
achieve this approach, when and where available.

The technical framework is also based upon the policy and operating environment in which C2
will need to exist. Each partner agency maintains its own fare policy and products designed to
serve the needs of its customers. Some agencies operate a pay-on boarding system, some
operate a distance based system, and some are open proof-of-payment while others are gated.
While stored value represents the “common regional currency” currently used by many Clipper®
users, employer passes and other products exist as well to fulfill the needs of specific customer
market segments and these must be supported by C2. Additionally, fare policy in the region
continues to evolve and new operator-specific, regional or other products and discounting
structure are likely to emerge in the future that will need to be supported by C2.

As a backdrop to the technical framework, understanding the emerging trend in the customer’s
everyday life of continued penetration of smart phones. This technology, as reported by IDC on
July 23, 2015, represent approximately 75 percent of all mobile phones worldwide. According to
a Gartner study on November 19, 2015, 84.7 percent of all smart phones are Android based with
another 13.1 percent running Apple. As suggested in both reports, the percentage of smart
phones will only increase.

Both Android and Apple utilize near field communication (NFC) technology for triggering
payment, the C2 customer usage concept will be based on the use of mobile devices and
wearable devices as one of the primary methods of fare payment, in addition to the continued
use of plastic Clipper® cards. Further, with the introduction and deployment of mobile payment
solutions such as Apple Pay, Samsung Pay, Android Pay, private label closed loop schemes,
and others, customer mobile devices will likely become a mainstay in customer payments and
may eventually supersede the customers’ plastic card.

Customers with smart phones will download and/or set up their mobile devices with an
appropriate app from either the Google Play store or the Apple iTunes store, or the loading of an
appropriate card into their phone’s wallet. Upon setup, the customer will be responsible for
registering a payment account, funding a payment account, or including a valid payment card.

Upon successful registration and/or linkage of an appropriate payment means, a customer with
an NFC-enabled smart phone, and the appropriate app or included payment card, can use their
smart phone as a fare payment means. To facilitate payment, the customer would ensure the
appropriate card is active on their phone, and present the NFC-enabled mobile device to a C2
validation device. If a valid fare product or sufficient balance is available, then the validation
device will provide the customer with an appropriate tone and display message to allow entry.
Once the customer has entered the system, the validation device will convey the entry to the
back office system, and the back office system will update the customer’s account and, if the
user has opted-in, send confirmation of the transaction via a communications method of their
choice, e.g., email or text. The text and/or email will contain information such as the date and
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time of the transaction as well as the geo-location of the validation, bus or route number, or
station information.

If no valid fare product is available or balance is insufficient, then the validation device will signal
an invalid tone and display an appropriate message. The back office system will be updated and
the user will be sent confirmation of the failed entry, again on an opt-in basis. The customer will
also be prompted to reload value into their account.

For loading, the customer will interact with the C2 mobile app if appropriate to facilitate a reload
of the account.

The customer will be able to access their or account via a web-based interface that will provide
the most recent 18 months of usage and load data. The web-based interface will allow for the
customer to download the data in comma separated value (CSV) format or similar. The number
of months of data availability shall be configurable by MTC and the partner agencies. The
customer will also be able view these transactions on their mobile app. The retention of this
information shall be subject to C2 policies and local, state, and federal laws as appropriate.

Institutional programs will also have access to participant usage data. The availability of this data
to individual participants will be at the discretion of MTC, the partner agencies, and the
institution, in accordance with applicable federal, state, and/or local laws.

With the new C2 system, front-line agency operators will most likely use similar or identical
devices as those used today. This is, of course, dependent upon the type of device and an
assumption that contractual terms can be worked out amiably with the existing hardware vendor
for those applicable devices.

As a matter of course, as the validation devices could most likely be the same, bus operators,
station agents and field personnel will rely upon the messaging of those devices. Fare inspectors
such as those deployed by the SFMTA will be armed with smart phone-enabled mobile readers
to validate a customer’s fare media.

3.5.2 Technical Concepts

As previously discussed the C2 system will leverage several modern electronic payment aspects
for its design and implementation. As evident by payment solutions such as Apple Pay,
Samsung Pay, Android Pay, and others, the concept of a token-based identifier used as a trigger
to facilitate payments is a viable payment method. Not only will this token-based approach be
viable, but it will also provide MTC and its partner agencies a payment means that is less
complex in device configuration and management, as well as much more secure with regards to
payment information and privacy. The C2 system will be designed to utilize the best of breed
solutions available. Each solution component will provide the C2 system with critical functionality
that when integrated and implemented together will form the complete C2 solution.

The following sections discuss the infrastructure required to deliver this tokenized account-based
solution.

3.5.2.1 Account Concepts

C2 may be built on a hybrid card-/account-based model (2)

Traditional payments in card-based automated fare collection (AFC) solutions and credit/debit
payments utilize an account number that is stored and/or visible on a plastic payment card. A
common example is a credit or debit card that both displays the account number visually on the
card and contains the number in the magnetic stripe and/or embedded chip. If these cards are
lost, the individual who lost the card is potentially vulnerable to fraud and financial risk, and the
agencies or merchants subject to chargeback disputes and financial loss.
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Further, with regards to fare collection specifically, card-based solutions require significant
software configuration of remote devices, such as fareboxes or readers, to facilitate payment via
tariff rules. This configuration of device software, otherwise referred to as fare rules or business
rules, across a large population of deployed devices requires significant overhead to maintain
and operate.

The concept of a tokenized account-based solution is where a payment can be facilitated via a
card or other compatible electronic device where the actual account number is masked from
such potential fraud, and the business rule or fare policies are processed in the back office away
from the capturing device. Offloading this processing from the device can minimize dwell times
and facilitate more expedient customer access.

Although this pure account-based approach has some merits, it also potentially places an
agency at some level of financial risk. Specifically, a pure account-based system relies on real-
time communications and a very high availability network. Given the number of partner agency
participants, variety of communications networks in place, variety of fare policies in place
(including distance-based fares with tap-in/tap-out operations), and fundamental need to process
high volumes of passengers, implementation of a region-wide, real-time communications
network is likely to be challenging. Managing first tap or first ride risk, managing the
authorization process, and managing valid/invalid media or product lists are considered to be
among the top technical challenges of C2.

For this reason, C2 is considering potential approaches that would combine the best features of
a card-based operation where authorization is determined at the point of use, yet all transactions
still reconcile to a single account to support the flexibility that account-based operations
provides. A combined card- and account-based hybrid system approach may provide the
opportunity to leverage the benefits that exist with a card-based system, such as device display
of product validity or remaining balance, and the optimization that comes with an account-based
system. In this approach some data is written to the card at the time of use. The card is linked to
an account held in the back office, and both the data on the card and the account in the back
office will be used to reconcile the account.

This hybrid approach will need to account for an environment where single tap-in and tap-in/tap-
out uses exist in parallel. In the tap-in/tap-out scenario, station devices will display the traveler's
remaining balance or product validity from reading the limited information available on the card.

The C2 system will include an Account Management function (1)

The C2 system will include an Account Management function that allows for flexible, adaptable,
configurable, and accessible information to both partner agency and MTC personnel, as well as
controlled and filtered access to limited customer information for customer use. Data will be
available to users with online access via the web and mobile devices. The Account Management
function will be the primary interface for C2 Customer Service personnel, and a primary point of
information for C2 customers for recent transaction history. The Account Management function
will provide immediate availability of data once received, and transactions will be categorized as
pending until all clearing and settlement has been completed for the system.

As with other C2 functions, the account management function will be built with open interfaces to
facilitate the integration of other components and systems. This could include parking systems,
FasTrak®, or other designated transportation-related systems.

C2 will also include a central account database function. In a card-/account-based hybrid
system, it will not be necessary to immediately synchronize card and account data as the core
data will all be processed at the central system; however, there may be a requirement to retain
some transaction and account data on the card for customer convenience.
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Each token will be linked specifically to an account. The account will also be linked to a funding
source. The funding source can be a credit/debit card, checking account, or other similar funding
source; regardless, the fare is calculated after the ride has been taken.

The system framework will allow for both prepay and post-pay transaction processing. To
mitigate risk of post-pay transactions, C2 will be enabled with mechanisms to neutralize tokens.
The tokens can be temporarily or permanently disabled. Further, as this is a hybrid approach,
certain data will still be required on the plastic or virtual card. This data will allow for tag-on/tag-
off uses to enable validation devices to identify and take appropriate action on plastic cards or
virtual card accounts with insufficient balance.

When authenticating tokens, C2 will, at a minimum, utilize cryptographic mechanisms equivalent
to or exceeding those of AES 128 or AES 256 cryptographic mechanisms. The cryptographic
mechanisms will authenticate and validate tokens whether offline or online. The devices will be
configured to scale up to public key authentication mechanisms such as elliptic curve or similar,
without a hardware or processor upgrade.

C2 will use tokens as account identifiers (2)

The C2 system will utilize electronic identifiers, or “tokens”, as representation of accounts. Each
token will be uniquely derived and cryptographically authenticated prior to any fare payment
transaction. For plastic and/or paper radio frequency identification (RFID) tokens, the plastic or
paper ticket will contain a static serial number that can be used as the token identifier if the
appropriate cryptographic authentication mechanisms are in place. For wearable devices, the
token can be either electronically generated and stored or derived from the embedded
components on the device (e.g., secure element). For bank issued cards, the C2 program will
collaborate with the issuers, if deemed necessary, utilizing proprietary bank card schemes to
determine if an appropriate interface is possible.

The authentication mechanism for these tokens will utilize a minimum of AES 128 cryptographic
mechanisms for validation. Session-based derived cryptographic keys will be required for each
transaction.

The token-based solution will allow for more expedient processing and should enable for the
decrease of dwell time, e.g. by using the token to authenticate an account against a local
whitelist. With a token-based system, simpler readers can be sourced and may include
commercial off the shelf (COTS) devices.

The C2 system may provide a standard token identifier scheme that can be unilateral across
various media types. Media types may include NFC, 1ISO 14443, and BLE type technologies.

C2 will utilize multiple sub-accounts on each account (3)

A C2 master account is linked to the customer’s primary funding source. Each master account
can have multiple sub-accounts, and C2 will allow for one or more tokens, in the form of plastic
or virtual media, to be assigned to each sub-account, configurable at the master account level.

There are possible financial risks, operating and fraud scenarios associated to the use of
multiple unique tokens per a single sub-account. For instance if, say both a phone and card
were associated with a single sub-account, two people could conceivably travel at the same time
which could create fare computation challenges, particularly for tap-in/tap-out operations.
Further discussion at a regional level will be needed regarding this topic.

C2 will support both post-pay and prepaid functionality (2)

The C2 system shall allow for both post-pay and prepaid scenarios. The post-pay scenario
allows for customers to register a master account with a payment source. Upon usage of any C2
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media linked to the account, the customer’s payment source will be charged. For the prepaid
scenario, customers will be required to load value onto their C2 media prior to its usage. As this
is a hybrid system, minimal data will be written to the media, which will be synchronized with the
back office account-based system. Risk profiles will be required to delineate which products are
made available in the pre and post-paid use cases.

C2 will include a Trusted Service Manager function to distribute virtual C2 cards/tokens to
mobile and wearable devices (2)

The C2 system will be deployed with a trusted service manager (TSM) function, if necessary, to
enable distribution of virtual C2 cards/tokens on mobile and/or wearable devices. The TSM will
allow the C2 system to work with mobile devices. The TSM will be provided with open interfaces
that allow for simplistic integration with other service components. The TSM together with the
Key Management and Account Management functions will enable the generation and distribution
of virtual cards.

3.5.2.2 System Architecture Concepts

C2 will have an n-tier architecture (1)

As with traditional smart card driven electronic fare collection systems, C2 functionality will most
likely be provided by a multi-tiered distributed systems architecture, similar to the one depicted in
Figure 3. At its lowest tier, customer smart cards, mobile devices, and wearable devices will
make up most of this architecture level. Field devices including card readers, station fare gates,
ticket vending machines, and other similar devices comprise the next tier. Partner agency
systems occupy the next tier, with the highest tier of the architecture including the back office
systems that enable the various functions required of the C2 system.

Tier Four Central System
Tier Three Agency
System

I Field Devices

Tier Two Field Devices (e.g. farebox,
(e.g. gates) TOT, CPOS,
I BYTD}
Customer Customer Customer
Tier One . . .
Devices Devices Devices

Figure 3: Conceptual C2 N-tier networked Systems Architecture

C2 will utilize a near real-time communications network (2)

The C2 system is currently conceptualized as a hybrid card-/account-based system where the
benefits of being able to immediately determine fare validity through media-validator interaction
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is combined with the flexibility of an account-based solution. For hybrid systems, the plastic and
paper cards and tickets, as well as any compatible mobile or wearable devices, are regarded as
tokens. Tokens interact with compatible NFC and ISO 14443 validation devices deployed on
vehicles and in stations to allow for the processing of fare payment transactions. For an account-
based system, tokens are used as the unique identifiers from which to process payment
transactions. The underlying infrastructure required for this processing is a near real-time
network infrastructure for the delivery and conveyance of transactional data.

Network components will be provided by both the system integrator or its vendor and the partner
agencies, with the overall network ensuring high performance and high availability in a disparate
control environment.

Where field devices are installed on buses, each bus shall be equipped with a high speed, high
bandwidth communications mechanism, likely based on cellular communications that may either
be dedicated to C2 or shared with other mobile applications. The intent is that this would provide
“near real time” communications but not be relied upon to provide consistent, real-time
authorization of transactions. A secondary communication mechanism will be a high speed, high
bandwidth WiFi device at transit garages or other locations for batch data transmissions as
needed. For station devices, all components will be connected directly to the back office
transaction processing system located at the partner agency and from there to the central
regional back office, or directly to the central regional back office depending on the preferences
and network architecture of the agency.

C2 will define and utilize open standard interfaces (1)

An underlying premise of the C2 system is the definition and utilization of open standard
interfaces. Each C2 sub-system will be deployed with an interface and interface documentation
that allows for the integration of the component with another system. As C2 will be a modular
system, each component of the overall system will utilize standard open interfaces to interface
and integrate. Customized and proprietary interfaces will be avoided. This use of standard
interfaces will enable the use of different devices from multiple vendors. This will be supported
by a certification process that all products (hardware and software) must pass in order to
integrate with the C2 system. Further, C2 will develop a defined list of de facto standards based
upon industry standards and open interfaces.

C2 will seek to utilize cloud solutions where feasible and cost effective (1)

Fare payment systems are normally procured as multi-million dollar solutions consisting of
hardware and software deployed at agency locations. The C2 system architecture will utilize,
where available and cost effective, cloud driven technical attributes to minimize capital intensive
investments in hardware infrastructure.

C2 will include multiple Test, Development and Production platforms (1)

Unlike the C1 system environment, the C2 system will require the availability of multiple system
environments. These environments will support test, development and production platforms.

The C2 system will be implemented and delivered with multiple environments to allow the MTC
and the partner agencies the ability to thoroughly test new aspects of a system prior to initial
launch and throughout the lifecycle of the C2 system.
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3.5.2.3 Device Management Concepts

C2 will control and configure all field devices from the core system. (1)

All field device configuration impacting the processing of C2 cards or accounts will be controlled
from the central system. Configuration will include key distribution, action list management,
cryptographic algorithm updates, key rotation and other functions. As C2 will be primarily an
account-based system, minimal software updates will be required of the device when fare
policies or tariff rules change.

The C2 system will allow for the configuration of fare calculation related business rules via web-
driven interfaces. These configuration elements will be directly linked to the back office
infrastructure, and will allow for the staging, testing and implementation of new fare policies and
tariff rules.

3.5.2.4 Transaction Processing Concepts

C2 will include a transaction processing function (1)

The C2 core transaction processing function will accept and consolidate all authenticated and
captured transactions from front end devices and process those transactions according to the
business rules/tariff rules of the C2 partner agencies.

C2 will include a Fare Rules Engine with the capability to consolidate, aggregate, and
appropriately settle fare payment transactions (3)

The C2 Fare Rules Engine will have the capability to calculate settlement; however, the current
concept is that the financial management function will perform allocation/settlement functions.

In the event the Fares Rule Engine were used for settlement, it would work in conjunction with
the transaction processing function to consolidate, aggregate, and appropriately settle fare
payment transactions between all of the respective agencies. The Fare Rules Engine will also
enable flexible transfers that are time and date based as well as enable capping of fares, based
upon rules configured in the Fare Management function. As fares are calculated after utilization,
the C2 system can process on a post-pay basis or on a pre-pay basis. For pre-pay transactions,
funds can be loaded into a patrons account and held. For a post-pay transactions, authentication
and authorization can also occur after the journey has completed.

3.5.25 Key Management Concepts

The C2 system will utilize a Key Management function for the management, generation,
storage, and secured distribution of C2 application keys (2)

The Key Management function will provide an open, secured interface to core C2 components.
The C2 Key Management function will be secured within a trusted security domain of the C2
infrastructure. C2 components will access the Key Management system when necessary to
perform key distribution, rotation, authentication, and other necessary security functions. Access
to the Key Management system may be direct or via agency-specific intermediary systems. The
method of access may vary by agency and available infrastructure of that agency.

The Key Management function will be capable of AES 128 cryptographic algorithms and higher.
The Key Management function will secure all transactional based security from an end to end
perspective. The mechanisms will also support authentication, privacy, and data integrity.

MTC will own the keys generated by the system.
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3.5.2.6 Fare Management Concepts

C2 will provide a fare product management function for creating, configuring, and
distributing fare products (2)

As with existing smart card based fare collection systems, the C2 system will provide MTC and
its partner agencies the capability to create, configure, and distribute fare products based upon
their tariff rules through a Fare Management function. The Fare Management function will
accommodate period passes, ride-based passes, and stored value fare products. This function
will enable more flexible ticketing products that are easily defined and changed. The Fare
Management function will also allow for “open payment” transactions, if this option is exercised
by MTC and the partner agencies. Open payments in this context refers to the acceptance of
contactless credit/debit transactions compatible with the C2 infrastructure.

3.5.2.7 System Security Concepts

C2 system will provide end to end security (1)

This security will utilize cryptographic mechanisms for securing all communications and the
payloads contained within the communications. This security scheme will preferably be
architecturally separate from the Key Management function utilized for transaction integrity. As
all network components may not be under the direct C2 system integrator control, cryptographic
mechanisms that secure the critical transaction payload between the capture device and the
central system back office will be implemented. This payload protection will allow for the delivery
of the payload through agency-specific systems if necessary, while still providing a high degree
of confidence in the integrity of that specific payload.

The C2 system will provide secured partitioned access to authorized personnel (1)

User groups may include customer service staff, accounting staff, partner agency operational
staff, and many others. Access profiles will be created for multiple user groups as defined during
the requirements gathering phase. Customer service information will also be controlled and
filtered by agency-specific security permissions. As the C2 system will be designed to comply
with all federal, state and local laws, as well as PCI DSS standards, all access will be restricted
to a subset of information. The restricted information will also be made available only through
partitioned segmented data access.

C2 system will provide for anonymity and be in compliance with all relevant laws (1)

The C2 system will be implemented in accordance and compliance with all federal, state, and
local laws regarding privacy in effect during the time of system installation and operation. As the
balance of personal privacy and public safety is essential in minimizing the potential financial
liability of the public transit agency, the C2 system will be enabled to provide anonymity to its
traveler participants on certain data, if not in conflict with any prevailing federal; state; or local
statute, court order, or public safety threat. Information and data shall be accessible only in a
secured manner to the proper authorities and under specific conditions. The C2 system will also
allow for the existence of anonymous physical card distribution if deemed necessary at the time
of system install.
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3.5.2.8 Credit/Debit Gateway Concepts

C2 system will include a centralized credit/debit gateway, but will also accommodate
agencies wishing to use their own (3)

The cost of accepting credit/debit cards is continually increasing from the fees associated with
the processing of credit/debit card transactions to the capital required for hardening of the
transaction acceptance and processing infrastructure for PCl and EMV compliance. With the low
margins on transit fares, the costs of accepting credit/debit payments are beginning to be
financially untenable to cash-strapped public agencies.

To mitigate some of these costs, it is recommended the C2 system be deployed with a
centralized credit/debit gateway for the processing of C2 credit/debit transactions. This gateway
will process all credit/debit transactions from C2-specific sales points that are not processed
otherwise by a partner agency directly. This gateway will also process all web and mobile
credit/debit transactions for the C2 program.

The credit/debit gateway provider will also be responsible for providing solution where all
Primary Account Numbers (PAN) are tokenized and processed in a way that is transparent to
customers.

Some operating agencies, such as BART, already operate their own credit/debit gateways, and
C2 will be designed to accommodate agencies who wish to continue using their own gateways in
two ways: either have the C2 back-office communicate with that gateway on behalf of the
agency, or have credit/debit transactions continue to be processed directly by that agency with
required reconciliation with the C2 back-office.

3.5.2.9 Media Distribution Concepts

C2 will distribute both physical and electronic media (2)

The Media Distribution function will be tightly coupled and integrated with the core C2 system
components to enable this distribution. The Key Management function will facilitate all
distribution of media. Distribution can take the form of plastic, paper, or digital electronic formats.
Within the digital electronic formats, there will be two potential options that are not mutually
exclusive for C2. Digital electronic distribution can occur via (1) a Trusted Service Manager
(TSM) secure element (SE) path or (2) as a Hosted Card Emulation (HCE) path.

The TSM function will only be required for mobile delivery channels utilizing an SE component.
HCE can also be utilized as a parallel channel with TSM or as an alternative to TSM.

It is anticipated for the initial rollout of the C2 system during transition, the primary distribution
will take the form of virtual C2 cards distributed to mobile handsets and wearable devices. This
will be complemented by the physical distribution of plastic and appropriate paper media through
third-party retailers and enabled ticket vending machines. Paper media in this case would be in
the form of limited-use contactless tickets, if selected by the region. The system framework will
allow for the use and inclusion of limited-use media.

3.56.3 Technical Properties

This section discusses the key technical properties expected of the C2 system.

Technical properties are often referred to in Systems Engineering as the non-functional
characteristics of the system. Distinct from the functional characteristics (which describe what
the system must do), the non-functional characteristics describe a measure of how well those
functions should be performed (e.g., how quickly, how reliably, etc.)
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Non-functional characteristics include the common “-ities” such as reliability, availability,
maintainability, expandability, usability, and flexibility. They also include topics such as security,
and environmental characteristics. As such, the concepts in this section will form the basis of the
non-functional requirements and will be incorporated into the system specifications.

3.5.3.1 Reliability concepts

C2 will be procured with measurable metrics (1)

As this will be a service based contract, the C2 system will be procured and operated with
measurable parameters such as mean time between failures, mean transactions between
failures, system availability, uptime, etc. C2 will monitor all components and automatically report
on all metrics and performance.

3.5.3.2 Availability Concepts

C2 system integrator will provide a core system that allows a high reader availability
uptime of the core system (2)

C2 system integrator will provide a core system that will allow a high reader availability uptime of
the core system. The core system is comprised of the tightly integrated, centralized functions of
the fare collection system. These include the transaction processing system, the credit/debit
gateway, the Key Management system, the Fare Management system, and numerous other
components.

C2 will have highly available field devices (1)

As with other fare collection systems, C2 is a distributed n-tier architecture system that relies
upon working devices on vehicles and at stations for the processing and capture of fare payment
transactions. The C2 system will have highly available front end devices and hybrid-related
read/write data elements to ensure minimal revenue loss. This will require field service support
and staffing from the system integrator’'s vendor. As the C2 procurement will be bundled into
smaller packages, separate contracts will need to adhere to standardized availability
requirements. This is required to ensure consistent customer experience and availability.

3.5.3.3 Maintainability Concepts

C2 will seek to be easily and simply maintained by its operators (1)

As maintenance costs typically account for a significant proportion of system lifecycle cost, it is
generally desired that any system is simple to maintain.

C2 is comprised of a large number system assets, distributed across a wide geographic region.
The maintenance concept (see section 4.3) is that first-line maintenance will be performed by
partner agencies with the C2 system integrator’s vendor(s) providing second-line maintenance
through a maintenance depot program. This approach means partner agencies will require
trained maintenance staff who can respond to maintenance issues on an appropriate timescale,
perform routine maintenance actions such as restarting failed devices, and diagnose and
replace faulty devices with working devices from their own spares banks.

Consideration should be given as to whether this concept is ‘simple’ for smaller operators who
may not have their own maintenance teams, or whether an alternate model is preferable for
them.

22



IBI GROUP TECHNICAL MEMORANDUM
C2 CONCEPT OF OPERATION AND LIFECYCLE CONCEPTS — DRAFT FOR RFEI
Prepared for the Metropolitan Transportation Commission (MTC)

March 28, 2016

3.5.3.4 Data Integrity and Security Concepts

C2 will include cryptographic mechanisms that allow for the verification of data accuracy
and integrity (1)

The C2 system will be designed and implemented with a configurable and scalable security
scheme. This scheme will utilize cryptographic mechanisms that authenticate users and session
based-cryptographic mechanisms, as well as checksums such as hashing algorithms, MD5, or
cyclic redundancy check (CRC) used to verify data was not corrupted in transmission.

The C2 system will be designed and architected to be PCI and EMV compliant. Any system
thread that accepts EMV-related payments or other credit/debit card payments will be PCI/EMV
hardened.

3.5.3.5 Accessibility Concepts

The C2 system will be designed in a manner consistent and compliant with all current
existing federal, state, and local laws on accessibility (1)

Accessibility requirements change over time, so the system integrator and its vendor(s) will be
responsible for ensuring their implementation is compliant to the latest laws at the time of system
design acceptance. C2 will also be appropriately accessible for customers with limited English
proficiency.

3.5.3.6 Expandability and Modularity Concepts

C2 will seek to offer flexibility to expand through a modular design (1)

As traditional AFC systems are designed to be fit for a single purpose, the C2 system will be
designed in a manner that allows for the efficient and effective delivery of an AFC system, while
also designed and architected in a manner that allows for functional and technical expandability
through a modular design. Examples of such expandability include paratransit, parking,
FasTrak®, and BikeShare. The concept of a modular design will allow for the integration and
incorporation of best of breed system components that will formulate the new fare collection
system.

3.5.3.7 Measurability Concepts

C2 system will allow for key metrics to be measured (1)

As performance, effectiveness, and efficiency are key elements of a system, the C2 system will
be designed and architected in a manner allowing for key metrics affecting the delivery of
service to customers and operators to be measured in an objective manner that demonstrates
the system integrator’s effectiveness.

3.5.3.8 Environmental Concepts

All C2 components will be designed to minimize unnecessary EMI (1)

All C2 components will be designed to minimize unnecessary electromagnetic interference (EMI)
interference. All components of the C2 system should be deployed with an appropriate level of
EMI shielding.
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C2 will withstand the typical shocks and vibrations expected in an operational transit
environment (1)

The system integrator and/or its vendor(s) will verify the shock and vibration limitations of the
equipment or any part of the equipment are not exceeded. The design and construction of the
equipment will be such that the usual shock and vibration levels experienced during
transportation by rail, truck or airplane will have no damaging effect on the equipment. This
assumes no special precautions are taken other than solid anchoring of the cabinet and special
packaging internally to prevent damage.

C2 will withstand the typical weather conditions found in the Bay Area (1)

C2 will need to take account of local weather conditions particular to the Bay Area.
Temperatures can vary widely, devices must be designed for prolonged exposure to direct
sunlight, many devices are exposed to a marine environment, and certain areas experience
higher than average levels of fog and moisture.

3.6  Program Governance, Funding and Standards

3.6.1 Program Governance

The Clipper® program is governed according to a Memorandum of Understanding (MOU) signed
by MTC and the partner agencies. The MOU includes the following program governance
aspects:

e Partner agencies’ (transit operators’) Clipper®-related responsibilities

e MTC's Clipper®-related responsibilities

e Contracting Agency Clipper®-related responsibilities

e Executive Board and Executive Director Clipper®-related responsibilities
e Process for amending the Clipper® Operating Rules

e Clipper® cost and revenue allocation

The MOU is periodically updated, in accordance with the updates processes defined in the
MOU, and the current version of the MOU should be referenced for the most up-to-date program
governance roles and responsibilities.

The C2 system will be governed in accordance with the Clipper® Memorandum of
Understanding (1)

The term of the Clipper® MOU continues until June 30, 2025 and, therefore, the MOU governs
all lifecycle stages of the C1 system and will apply to all lifecycle stages of C2 occurring before
that date.

The C2 system will be operated in accordance with the Clipper® Operating Rules (1)

The Clipper® Operating Rules identify and define MTC and partner agency responsibilities and
key system operating policies, including policies that serve as the basis for the Clipper®
Cardholder License Agreement. The Clipper® MOU defines that proposed changes to the
Operating Rules require a consultation process with MTC and the Partner Agencies, but that
final authority on approving changes is delegated to the Clipper® Executive Board.

The Clipper® Operating Rules are generally considered to be working well under the C1 system,
and the expectation is that C2 will continue to be operated in accordance with the Clipper®
Operating Rules.
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The Clipper® Operating Rules will require changes to accommodate the new capabilities
and technologies offered by C2 (2)

The Clipper® Operating Rules are currently based on the capabilities and technologies within
the C1 card-based fare payment system. C2 will bring new capabilities and technologies to the
Clipper® program (including the potential for an account-based fare payment system) and as
such the Operating Rules will require revision where necessary.

As well, fare policy is expected to evolve over time, and C2 must include capabilities to readily
add new local and regional fare products and business rules.

3.6.2 Program Funding
The Clipper® program is funded from a variety of sources, including but not limited to:

e Federal funding sources, including various Federal Transit Administration programs,
and Federal Highways Administration programs including the Congestion Mitigation
and Air Quality Improvement Program (CMAQ) and the Surface Transportation
Program (STP)

e State funding sources, including State Transit Assistance and California cap-and-trade
e Local funding sources, including bridge tolls, local sales tax, and revenues

e MTC and partner agencies fund aspects of the program (both capital and operating)
from their own funding sources

e Revenues generated by individual and institutional patrons through fees associated
with some transactions, most commonly a card replacement fees and card load fees
charged under Clipper® Direct

e Some revenues are generated through a commission charged to the partner agencies
as an invoiced expense

Program funding is finite so opportunities to minimize lifecycle cost are important.

The program will seek to minimize the lifecycle cost of C2 through analysis, operational
data collection, and mechanisms to incentivize program performance and efficiencies

Potential opportunities may include the collection of a rich set of operating data under C2 that in
turn can be used to support ongoing opportunities for lowering lifecycle cost, contractual
mechanisms for incentivizing system integrator and its vendor(s) performance and efficiencies,
and operating rule changes for incentivizing operator and MTC performance and efficiencies.

3.6.3 Use of Standards

Following published standards within technology programs can offer efficiency and risk
management advantages through alignment with models proven effective for services and
technology across multiple industries. Standards can offer efficiencies of scale, increase the
longevity of investment, and reduce the risks of discontinuity that commonly occur due to
proprietary approaches; therefore, it may be desirable for C2 to follow certain published
standards.

C2 will seek to follow published standards where the potential benefits outweigh the risks
(2)

In order to support quality processes the C2 program will seek to identify and adopt relevant
standards. Standards can be identified through engagement with the market via the marketing
sounding and/or acquisitions processes, along with internal program research and analysis. In

March 28, 2016 25



IBI GROUP TECHNICAL MEMORANDUM
C2 CONCEPT OF OPERATION AND LIFECYCLE CONCEPTS — DRAFT FOR RFEI
Prepared for the Metropolitan Transportation Commission (MTC)

March 28, 2016

designing the C2 program, opportunities for adopting such standards should be assessed and

identified.

Once adopted, the degree of adherence to standards should be periodically assessed and
reported on by the C2 system integrator, with oversight from the Clipper® Contracting Agency.

Example standards may include, but are not be limited to:

ITIL 2011, a set of practices for IT Service Management that focuses on aligning
Information Technology (IT) services with the needs of business

International Financial Reporting Standards (IFRS) for accounting practices

Emerging Smartcard Alliance (SCA) Reference Architecture for transit fare
payment systems

Security standards for networks, databases, encryption, key management, etc.

ISO/IEC 14764:2006 for Software Engineering: Software Life Cycle Processes
(Maintenance)

SO/IEC/IEEE P24748 — Life Cycle Management
ISO 55000/1 for Asset Management

MIL-STD-2155(AS) — Failure Reporting, Analysis and Corrective Action System
(FRACAS)

ISO 15288 for Systems Engineering
MIL-HDBK-61A for Configuration Management
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4 QOperational Concepts

4.1  Capabilities of the C2 System

Through the acquisition of the current Clipper® program system (C1 system), MTC and its
Partner Agencies (the transit operators) have gained the ability to perform certain actions?, such
as distributing fare media cards, selling fare products electronically, and settling fares among the
partner agencies. Such actions represent the operational “capabilities” that MTC and the partner

agencies have acquired through the C1 system.

Through the acquisition of C2, MTC and the partner agencies can also expect to gain certain
operational capabilities, some of which will be brand new for C2 (because they were not
provided through the C1 system today), while some maybe enhanced versions of those
capabilities already acquired through the C1 system.

The capabilities desired from C2 during its operational phase have been identified and grouped
by three types: 1) operations, 2) maintenance, and 3) management. They are appended to the
C2 lifecycle and whole-system diagram below.
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Figure 4: Lifecycle and Whole-system View of C2

Given that capabilities are defined above as “an enduring ability to achieve a particular
business outcome during the operational phase of a system [and]... typically require a
combination of organization, people, process and technology to be achieved” it is therefore
possible to identify and describe the business functions that enable the capability to be
realized. By identifying and describing the business functions required to realize the capabilities,
we identify and describe what is required from C2—in other words, what C2 must deliver.

The capabilities required from the acquisition of C2 are described in the table below, along with
the key business functions within each. The following table provides an overview of key C2

business functions.

1 Under the C1 system contract, most actions are performed by the C1 system vendor on behalf of MTC and its Partner Agencies.
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Table 1: Key C2 Business Functions Organized by Capability

Capability

Type

Operation

Capability

. Fare Payment and

Enforcement

Sub-capabilities
A logical decomposition of a capability

1.1 Access control
1.2 Fare payment
1.3 Manual fare enforcement

Key Business Functions
necessary to realize the capability?

Control access to fare-controlled areas or
services through gates or other means

Enable customer to pay fares in order to
access fare controlled areas or services

Manual fare inspection and enforcement of
patrons within fare-controlled areas or services

Operation

. Customer Services

2.1 Customer information
2.2. Account management and sales
2.3 Discount Management

Provide information to customers

Manage accounts for individual and
institutional customers

Sell fare/products to individual customers
Process applications for discounted travel

Operation

. Fare Media

Management

3.1 Media and distribution management
3.2 Media order fulfillment

3.3 Media Inventory management

3.4 Media distribution

3.5 Virtual media management

Enable customers, operating agencies and
institutions to order fare media

Fulfill fare media orders

Manage inventory of fare media
Distribute fare media through TVMs etc.
Generate and distribute virtual fare media

2 Functions may be performed by MTC, Partner Agencies, and/or C2 system integrator(s). Refer to business functions diagram in Appendix D for proposed responsible parties.
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Capability Capability Sub-capabilities Key Business Functions
Type A logical decomposition of a capability Necessary to realize the capability?
Operation 4. Financial Management | 4.1 Financial and transaction processing e Process sales and usage transactions
4.2 Apportionment and settlement e Request and collect funds from banking
4.3 Reconciliation partners
4.4 Accounting e Manage chargebacks/bad debt
4.6 Debt collection e Apportion and settle funds between operating
agencies, and manage operational cost
sharing

e Reconcile C2 system, including revenue,
orders, accounts, and investigate
discrepancies

e Perform accounting, including management of
general ledger and accounts receivable and
accounts payable

e Provide data to support financial audits and
reviews of financial controls

o Perform asset depreciation and lifecycle cost
analyses

e Collect debt from C2 debtors
e Manage financial programs

Operation 5. Certification None e Certify vendors wishing to become certified
Management e Perform ongoing quality checks of certified
vendors

e  Decertify non-compliant vendors

Operation 6. Operational Support None e Collect and provide real-time operational data,
such as gate throughput, to operators

e Collect and provide historical operational data,
for planning purposes

e Perform operational intervention, such as
opening all fare gates in an emergency

Operation 7. Data Management 7.1 Data storage e  Store historical data
7.2 Data access and presentation e Provide access to, and presentation of, stored
data
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Capability Capability Sub-capabilities Key Business Functions

Type A logical decomposition of a capability Necessary to realize the capability?

Operation 8. Data Exchange None e Exchange data internal to C2 and with systems
external to C2

Operation 9. Security and Fraud 9.1 Fraud management e |dentify potential fraud and support
Management 9.2 Security management investigations
e Manage access hotlists

e Manage system security

Maintenance | 10.System Maintenance 10.1 System and business rule e Configure system parameters, including user-
configuration configurable business rules
10.2 System monitoring and control e Monitor and control system devices
10.3 First-line field device maintenance e Perform first-line field device maintenance

10.4 Second-line field device maintenance | e Perform second-line field device maintenance

10.5 Maintenance Depot program e Manage the maintenance depot program,

10.6 Operator-owned field device including repairing and returning faulty devices
maintenance e Maintain operator-owned field devices

10.7 Central system maintenance e Maintain central systems, including databases
10.8 Software maintenance and networks

10.9 Interface management e Maintain software, including preventive,

corrective and adaptive maintenance

e Manage interfaces through an Interface
Management Group

Maintenance | 11.Configuration None e Identify and record system configuration
Management e Report system configuration
e Implement approved changes to system
configuration
Maintenance | 12.Asset Management 12.1Asset Refresh e Plan for and perform asset refresh
12.2Asset Information Management e Maintain information on all C2 assets, including

location, status, and repair history

e Track spares and warranty information
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Capability Capability Sub-capabilities Key Business Functions

Type A logical decomposition of a capability Necessary to realize the capability?

Maintenance | 13 Business Continuity None e Plan for Business Continuity

e  Monitor for Business Continuity situations and
readiness

e Perform Business Continuity actions and return
to normal operations

Program 14 Program Controls 13.1 Program and contract management e  Monitor system integrator and vendor
Management 13.2 Configuration management performance
13.3 Project and portfolio management * Manage program risks

e Coordinate regional business rules

e Manage system integrator and vendor
contracts and CDRLs, including dispute
resolution

e Manage system integrator and vendor invoices
e Oversee and audit configuration management

process
e Manage C2 project portfolio and individual
projects
Program 15 Marketing 14.1 Branding e Manage C2 website and social media
Management 14.2 Customer Education e Manage C2 brand and advertising campaigns

o Develop and publish customer education
material, and collect customer feedback

Program 16 People and process 15.1 Organizational Change Management e Oversee organizational change management
Management 15.2 Training associated with C2 through its lifecycle
15.3 Business Process management e Develop, perform and undergo training for

operators, maintainers and others
o Define, optimize and manage C2 business

processes
Program 17 Audit, financial control None e Undergo audit by external bodies
Management and compliance e  Audit C2 system integrator and vendors

e Achieve, maintain and report on external
compliance requirements
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4.2  Operation Concepts

This section holds concepts related to the operation of C2, during the operational phase.

4.21

The following diagram highlights the fare payment and enforcement capabilities and associated
business functions. These are further described in the following sub-sections and related
concepts

Fare Payment and Enforcement

1
Capability
Fare payment and enforcement
11 1.2 13

Sub-capability
Access control

Sub-capability
Fare payment

Sub-capability
Manual fare enforcement

Business function
Deny accesslegress
Toffrom fare-controlled zone
or service through physical
means (only?)

Who: Operator

Using: Operator system

Business function
Identify access | fare
payment request
Read media presented by
customer in order to request
access / pay fare
(Results in usage transaction)

Business function
Request fare payment
inspection
Operator identifies customer
with potential unpaid fare and
asks to verify if payment made

Business function
Collect fare from non-
paying customer
Using C2 system

Who: Operator

Who: Operator

Business function
Make access/egress

Who: C2 Systems Integrator

Using: Operator system

Using: C2

Using: C2

Business function

Business function
Collect fare from non-
paying customer

decision Identify fare payments ;
Based on business rules, Business function Read fare media or visually Cash collection
hotlists etc. Calculate fare inspect ticket depending on

Wheo: C2 Systems Integrator

Using: C2

Based on usage, customer
account and business rules

business rules

Who: Operator

Business function
Grant access/egress
Toffrom fare-controlled zone
or service through physical
means (only?)

Who: C2 Systems Integrator

Who: Operator

Using: Operator system

Using: C2

Using: C2

Using: Operator system

Who: Operator

Using: Operator system

Business function
Manage patron with
insufficient funds
Make access decision based
on business rules

Business function
Determine fare liability
amount
Comparing fare paid vs fare
due; does customer owe fare?

Business function
Issue citation to non-
paying patron

Who: Operator

Using: C2

Who: C2 Systems Integrator

Who: Operator

Using: C2

Using: C2

Using: Visual inspection

Business function
Verify eligibility for
discounted fare
Based on agency business
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Who: Operator

Using: C2
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Figure 5: Fare Payment and Enforcement Capabilities and Associated Business Functions

4.2.1.1 Access Control

Transit service in the Bay Area encompasses gated rail environments, such as BART, un-gated
rail environments, such as VTA light rail service, numerous bus systems, such as AC Transit
and MUNI, and ferry services, such as that offered by Golden Gate Transit. Each of these
operational environments presents a different set of requirements and challenges for fare
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payment. The C2 fare payment system must accommodate these requirements and allow
partner agencies to implement their individual fare policies and business rules regardless of the
operating environment.

C2 will enable individual operators to continue implementing their own business rules for
access to fare-controlled zones and services.

C2 Partner Agencies will be able to configure the C2 fare system to implement their individual
business rules and fare policies for revenue service and operation, including but not limited to
policies for:

e Hours of service e Fare capping

e Base fare o Free travel for employees and

e Discounted fare and eligibility other designees

o Reduced fare and eligibility * Single-agency passes

e Peak and off-peak fares (time- * Mult-agency passes

based fares) e Rider classifications and
e Time-based transfers between eligibility

services and agencies
Time-based passes

Stored ride passes

Inter and intra agency transfers
Loyalty and reward programs

Special products for institutions

and social services

C2 will enable customers to use a variety of media to pay fares
C2 will enable customers to use the following media to gain access to the system:

e C2-branded smartcards — Contactless smartcards branded with the C2 logo;
distributed through the C2 program

e C2-branded virtual fare media — Downloadable credential that resides on a
customer’s device or wearable technology allowing device or wearable to emulate a
C2-branded smartcard.

e Third-party issued mobile payment applications — Payment applications such as
Apple Pay™ and Google Wallet that allow a customer’s device to emulate a credit
card.

e C2-branded mobile ticketing applications — Downloadable applications for
customer’s mobile devices providing for the purchase of cash value and pass products
and the payment/validation of fares.

Customers will present their media to a C2 reader on a farebox, fare gate, reader, platform
reader, or other C2 fare payment device to request entry in to the system. The C2 device and/or
the C2 system will identify the account associated with the media presented by the customer
and determine whether or not to allow the customer to access the system.

C2 will include the ability to accept open payment contactless bank cards; however, such
a feature may not be enabled at C2 go-live (3)

C2 will include the ability to accept open payments from contactless bank cards at the point of
fare payment, as a means of accessing the system, but discussions are continuing as to such a
function’s scope and timing for implementation. The advent of tokenized payment technologies,
coupled complexity and cost of maintaining PCl and EMV compliance for all fare payment
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devices has raised questions about the merits of adopting contactless bank cards particularly as
new mobile and other applications are emerging.

4.2.1.2 Fare Payment

C2 will deduct fares from customers’ accounts after they have entered a fare-controlled
zone/service or in a manner that does not impede passenger throughput (3)

Once a customer has presented fare media to a C2 device and has been granted access by the
C2 system, the C2 system will determine the fare payment due from the customer based on the
applicable fare policy and business rules. The fare payment or product usage will be deducted
from the C2 account associated with the fare media used by the customer to access the C2
system. The payment process flow will be transparent to the customer and will not interrupt the
access or boarding process

C2 will enable customers using mobile ticketing application to pay their fares before
entering a fare-controlled zone/service.

A customer using a mobile ticketing or mobile payment application on their device may activate
a ticket or execute a fare payment before presenting their fare media to a C2 device. The
customer will present their mobile device to a C2 device that will verify the appropriate payment
or product usage has occurred and grant access upon verification. The payment process flow
will be transparent to the customer and will not interrupt the access or boarding process

C2 will enable customers to pay fares without establishing a registered C2 account. (3)

Customers will have options for anonymous fare media. The C2 system will determine the fare
payment due from the customer based on the applicable fare policy and business rules. The C2
system will deduct payment directly from the customer’s mobile payment application (or financial
entity-branded contactless card). The payment process flow will be transparent to the customer
and will not interrupt the access or boarding process

C2 will continue to enable customers to use their Clipper® cards to pay for parking, with
potential for future expandability beyond that (1)

Customers can currently use their Clipper® cards to pay for parking at BART stations and
SFMTA parking garages, and C2 should continue to support that. C2 will also support the
potential for a future expansion of this functionality to other regional services such as BikeShare,
paratransit, or other services considered to be an appropriate use of C2.

4.2.1.3 Fare Inspection and Enforcement

Fare inspection and enforcement is a critical component of any fare collection system helping
ensure customers are validating tickets prior to boarding a C2 vehicle. It is especially critical in a
barrier-free environment.

Fare inspectors will use a C2 mobile application to verify fare payment via a customer’s
C2-branded smart cards and virtual fare media

Fare inspectors will use a C2 application on a mobile device to read a customer’s C2 fare media
(C2-branded smartcards and C2-branded virtual fare media) in order to determine if the
customer has paid the appropriate fare or validated a ticket prior to using a partner agency’s
service. Upon request, C2 customers using a C2-branded smartcard or C2-branded virtual fare
media will present their fare media to a fare inspector, security officer, or other C2 agency staff.

(Rather than a C2 mobile application, it is also possible that a dedicated handheld device could
be used)
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Fare inspectors will use a C2 device to verify fare payment via third party-issued mobile
payment application

Upon request, C2 customers who have gained access to the system using a mobile payments
application, such as Apple Pay™ or Google Wallet, will present their mobile device to a bus
operator, fare inspector, security officer, or other C2 operator staff for inspection via handheld
device. The C2 inspector’s device will communicate wirelessly with the customer’s device to
determine whether the customer’s ticket, pass, or fare payment is valid.

Device validation in the C2 system will never require the handling of a customer’s mobile device.

Fare inspectors may use visual inspection or a device to verify fare payment via C2-
branded mobile ticketing applications

Upon request, C2 customers using a mobile ticketing application will display their active ticket on
their mobile device to a fare inspector, police or security officer, or other personnel with fare
inspection responsibilities.

The fare inspector may visually inspect features of the presented media and verify that the
customer’s fare payment or active pass product is valid and/or use a mobile device to perform
the inspection. The C2 inspector’s device will scan a security code on the customer’s device or
communicate wirelessly with the customer’s device to determine whether the customer’s ticket,
pass, or fare payment is valid.

C2 will support the issuance of citations to fare evaders

In the event that a customer’s fare payment is determined to be invalid, the fare inspector will
issue a warning (verbal or written) or citation based on the governing rules of the C2 system on
which the violation occurred.

Some operators, such as BART, do not allow agents to collect unpaid fares due to management
decision or union rules.
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4.2.2

Customer Services

The following diagram highlights the customer service capabilities and associated business
functions. These are further described in the following sub-sections and related concepts.
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Who: Operator

Using: Operator system

Who: C2 Systems Integrator
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Using: C2

Figure 6: Customer Service Capabilities and Related Business Functions

4221

C2 customer service will be provided via online, telephone, and in-person channels (1)

Customer Information and Account Management

Online channels (mobile and website) will focus on self-service resolution of

issues, easy access to transaction data and policy information, and convenience.
An online service for institutional customers will be included enabling institutional
self-service for managing participants and funding.
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. Telephone customer service will focus on providing fast, courteous, proactive,
and efficient customer service.

. In-person channels will focus on providing a broad range of assistance levels,
tailored to the needs of the partner agency. In-person channels will include Agency
Customer Service Centers and Station Agents.

While the capabilities of each channel will vary, customers will experience consistent levels of
quality across all channels. C2 customer service will also provide for a seamless hand-off of
issues between customer service channels when necessary to resolve issues.

C2 will empower customers with self-service tools for information and account
management purposes (individual self-service) (1)

C2 will seek to maximize the ability for customers to self-serve their own information and
account management needs. Customers will be encouraged to directly access their account
information via a secure online portal to address their own needs rather than contacting a call
center. In support of this, C2 customers will be able to access the following functions through a
variety of self-serve channels, such as mobile devices and personal computers:

e Create and update C2 accounts

e Associate/remove/modify payment methods

e Purchase C2 cash value and products

e Access customer service

e View C2 transaction history

e Report lost or stolen fare media, and freeze account
e Request fare adjustment

C2-branded apps and websites should also include direct links to fare and business rules
information and should feature simple and short processes for key functions. All online and
mobile user interfaces should feature common functionality, layout, terminology, process flows,
and capabilities in order to achieve a common user experience.

C2 will empower institutions with self-service tools for managing participants, assigning
fare media to participants, and assigning/removing benefits (institutional customer self-
service)

Program administrators for institutional C2 customers will be provided secure access to an
online account management function that will allow them to do the following:

e Link one or more funding sources to their C2 institutional account
e Manage participant lists (create/add/delete/modify)

e Assign fare media (or link C2 enabled mobile media) to participant, and update as
needed

e Add or remove funding options from participant C2 accounts
C2 will equip operator staff with customer service tools and configurable levels of system
access to assist customers on site (1)

C2 will maximize the ability for Partner Agencies to fulfill a wide range of customer service needs
at their facilities by providing a variety of options for data accessing and updating as identified in
the table below.
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Edit Capability

Read-Only Capability

Full Access  Access to all C2 account, transaction, Access to all C2 account and
and payment information transaction information. Ability to view
. . account status (registered/
Able to issue fare adjustments, . (reg
unregistered, blocked/unblocked)
replacement products, block/unblock
accounts Example user: Partner Agency
Administrative Staff
Example user: C2 Telephone Customer
Service Representative
Limited Access to all C2 account and transaction = Access to limited transaction
Access information information

Limited ability to issue fare adjustments
and replacement products

Able to block/unblock account

Example user: Partner Agency Customer

Ability to view account status
(registered/unregistered, blocked/
unblocked)

Example user: Partner Agency Frontline
Operational Staff

Service Center

The available functionality and level of access will be configurable allowing Partner Agencies to
match the capabilities and functions offered to their specific operational needs.

The ability to view and update data will be limited by the data available in the C2 data storage.

C2 will provide fast, courteous, proactive, and efficient customer assistance through a
customer service call center (1)

Although online self-service options will be emphasized, many C2 customers will still need to
access customer service and account management functions via telephone. Registered C2
customers will be able to access customer service for their C2 account via telephone without
having to provide a card number, either via the key pad or verbally. The C2 system will enable
the capturing of the reason for each call, the operators (if any) involved with the customer’s
issue, and other related information for tracking purposes. The C2 system will make this
information available for business intelligence purposes where the data can be proactively
analyzed to identify system issues or patterns of fraudulent activity.

The C2 call center contract will include quality assurance provisions and elective customer
surveys to monitor and evaluate the performance of customer service representatives (CSRs).

4.2.2.2 Discount Management

C2 will provide a discount application, verification and management service (2)

C2 will enable customers to apply for fare discounts and will perform verification of discount
eligibility. It will also support discount applications and/or verifications performed via the
Regional Transit Connection (RTC) Discount Card Program, possibly through the continuation of
an interface to the RTC Discount Card Processor (as is currently the case for the C1 system).

C2 will also enable the management of such discounts, including the updating and revoking of
discounts in the system.
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4.2.3

Fare Media Management

The following diagram highlights the fare media management capabilities and associated
business functions. These are further described in the following sub-sections and related

concepts.
3
Capability
Fare media management
31 3.2 3.3 34
Sub-capability Sub-capability
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Figure 7: Fare Media Management Capabilities and Associate Business Capabilities

The overall goal of fare media management is to minimize the handling of physical cards and
associated devices by MTC and the Partner Agencies. MTC does not currently have a
warehouse to securely store large quantities of C2 cards; nor does MTC have the staff or
security personnel required to securely transport large quantities of C2 cards. Further, MTC
does not have a facility or staff to fulfill individual or bulk card orders for customers, institutions,
retailers, nor do the Partner Agencies.
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MTC and the Partner Agencies should take advantage of the unique capabilities of card
manufacturers and third-party retail card and payment networks to provide quality, convenient
service to their customers and reduce capital, operating, and maintenance expenses.

4.2.3.1 Media and Distribution Contract Management

The Clipper® Contracting Agency will establish and manage the contract with the C2-
branded media vendor (3)

The contract to produce C2-branded smart cards will be established and managed by the
Clipper® Contracting Agency.

The C2 system integrator will establish and manage contracts with institutional clients (3)

The C2 system integrator will be responsible for establishing, maintaining, and managing all
contracts with C2 institutional clients, such as businesses, schools, universities, social service
agencies, housing authorities, employment programs, and other groups that wish to provide C2
fare media and transit benefits to participants.

4.2.3.2 Media Order and Fulfillment

The Clipper® Contracting Agency will purchase an initial inventory of cards from the
media vendor, and card orders will be fulfilled from that initial inventory for customers,
institutions, organizations, and Partner Agencies (3)

The Clipper® Contracting Agency will purchase an initial inventory of C2 cards. The media

vendor will create this inventory of C2 cards, which will be stored at the card manufacturer’'s
secure facility. The media vendor will monitor its on-site inventory, and advise the Clipper®
Contracting Agency when the inventory needs to be replenished.

All C2 card orders, whether from individual customers, institutions, organizations, or
Partner Agencies, will be processed via the same C2 website and fulfilled by the media
vendor (2)

C2 cards will be fulfilled by the card manufacturer (media vendor) as part of their contract to
produce C2 cards.

The card manufacturer will receive and process all card orders from individuals, entities, and
institutions directly through C2 as follows:

e C2 will communicate directly with the card manufacturer providing a daily list of
orders. The C2 inventory tracking function will receive a daily confirmation that the
previous day’s orders were successfully fulfilled and a listing of the C2 card
numbers/addresses that were shipped out. For individual card purchase or
replacement orders placed online, MTC and the operators may choose to have the
website automatically register individual cards to the customer account.

e The ordering thresholds for C2 users will be configurable allowing, for example, a
large employer to have a higher maximum order amount than an individual customer.
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4.2.3.3 Media Inventory Management

C2 will catalogue and track fare media serial numbers throughout the lifecycle of each
individual card, from manufacture to customer receipt (2)

The card manufacturer will supply cards to the Partner Agencies for distribution to customers.
The C2 system will track the location of all cards throughout the entire lifecycle of the card from
receipt of shipment to the hands of the customer supporting the following processes:

e The card manufacturer will ship cards to partner agencies in multiple boxes, each with
a unique box number and bar code. Each box will contain multiple sleeves of C2
cards, each with a unigue sleeve number and barcode.

e As card shipments are received by Partner Agencies, the bar codes for each box will
be scanned electronically, and the box and sleeve numbers will be stored in the C2
system indicating the cards are now within the custody of the receiving partner agency
and no longer stored in the central C2 card inventory.

¢ When partner agencies load the sleeves of C2 cards into vending devices, or place
them in the inventory safe at a sales outlet, the C2 system will update the inventory to
reflect that the card(s) are now located in a particular revenue device/location.

e As partner agencies vend cards, the C2 system will indicate that the card is now in
circulation, and no longer with the C2 operator device/retail location.

C2 will record all purchase transactions of C2 fare media, C2 cash value, and C2 fare
products

As partner agencies vend cards, C2 will indicate that the card is now in circulation and no longer
with the operator device or retail location.

4.2.3.4 Media Distribution

C2 will provide a variety of sales channels for the purchase of C2 fare media and fare
products (2)

C2 will support the following C2 sales channels:

e Online options, such as mobile applications or websites, will offer the purchase of
C2-branded mobile ticketing applications, C2-branded contactless smart cards (by
mail), C2 cash value, and C2 fare products via credit/debit

e Unattended devices, such as ticket vending machines, will offer the purchase of C2-
branded contactless smart cards, C2 cash value, and C2 fare products via cash or
credit/debit

e Partner agencies’ Customer Service Centers and sales outlets will offer the
purchase of C2-branded contactless smart cards, C2 cash value, and C2 fare
products via cash or credit/debit

e Telephone-based sales will offer the purchase of C2-branded contactless smart
cards, C2 cash value, and C2 fare products via credit/debit

e Institutional C2 customers, such as employers, social service agencies, or
universities, may provide C2-branded contactless smart cards to employers, program
participants, or eligible students, along with C2 cash value, C2 pass products, and/or
transit benefits

e C2retail partners will offer the purchase of C2-branded contactless smart cards, C2
cash value, and C2 fare products via cash or credit/debit
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To the greatest extent possible, the C2 system integrator will seek to provide a consistent
customer interface and customer experience across all C2 sale channels. Fare media and fare
product pricing will be consistent across all applicable C2 sales channels.

C2 will support a consistent customer experience by providing common functionality,
layouts, terminology and C2 branding at all sales channels (2)

C2 ticket vending machines (TVMs) will offer the capability of selling regional C2 fare products,
regardless of which partner agency owns the TVM. Additionally, TVMs or other sales channels
operated by a specific agency may sell products specific to that agency. In order to achieve a
common user experience, the terminology, process flows, and capabilities of the TVM should, to
the greatest extent possible, mirror that of the online sales channels.

Partner agency Customer Service Centers and retail outlets will offer a broad range of purchase
options, including the sale of restricted fare media and fare products, such as senior C2 cards
and student C2 cards.

Institutional C2 customers, such as businesses, social service agencies, schools, and
universities, may purchase and issue C2-branded fare media to eligible employees, participants,
or students. Program administrators for institutional C2 customers will be provided secure
access to an online account management function that will allow them to purchase C2 fare
media, associate fare media with program participants, purchase C2 cash value or fare
products, and assign/remove C2 cash value or fare products to program participants.

C2 customers will have convenient options to purchase C2 cards from retail outlets
throughout the Bay Area with numerous available sales outlets in each of the service
areas of all partner agencies (2)

The Clipper® retail network will continue to play an important ongoing role in the successful
adoption of Clipper®. The retail network is especially critical to Clipper® customers who use
cash because those customers cannot purchase online, and there are a limited number of
options available to them for purchases.

The C2 retail model will be based on an application-based approach (3)

The retail model will be based on a “bring your own device” approach where the retailer provide
a cellular communications-enabled tablet or other device loaded with a secure C2 sales
application. This app-based approach will allow sales devices to be installed without the need for
extensive infrastructure and will also allow easy expansion and replacement of devices as
technologies change.

Partner Agencies will continue to be responsible for distributing C2 cards to their staff in
accordance with the agency’s policy (1)

Partner agency staff currently receive Clipper® cards from their agency in accordance with the
policies of that agency. The partner agencies are responsible for identifying and managing the
list of eligible recipients, and distributing and removing cards to/from those recipients. Under C2
this approach is expected to continue.

4.2.3.5 Virtual Media Management

C2 will enable the sale and distribution of virtual fare media (3)

C2 media distribution will also include virtual fare media that resides on a mobile or wearable
device and uses the near field communications (NFC) capabilities of the device to emulate the
function of a C2 card. As with physical fare media, the distribution of virtual fare media will be
tracked by the C2 system, from creation to purchase. The Trusted Service Manager (TSM)
function will allow the C2 system to distribute virtual fare media to “reader” devices in a secure
manner with a record of all transactions.
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4.24

Financial Management

The following diagram highlights the financial management capabilities and associated business

functions. These are further described in the following sub-sections and related concepts.
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Figure 8: Financial Management Capabilities and Associated Business Functions

C2 will provide financial management functions to facilitate the performance of program
financial processes and improve accountability and auditability (1)

C2 will provide flexible, configurable and expandable financial management functions that
reduce the manual burden on the C2 program and partner agencies. Financial policies and

procedures can affect both the partner agencies’ costs and the customer experience and should
be carefully considered and coordinated prior to implementation. The financial management
functions required are:
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Financial statements

Accounts receivable/accounts payable

Financial reporting

Reconciliation among C2 participants
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e Reconciliation with banks and credit card issuers

e Reconciliation within the C2 system, including receivables, payables, and customer
account balance totals reconciling to the trial balance

e Program auditing, to support partner agency and external audit procedures
e Financial performance reporting
e Asset depreciation and lifecycle costing

e Program liabilities, to allow for capital and operational cost-sharing among agencies in
the future

e General ledger chart of accounts

e Configurable financial business rules

e Management of financial programs with institutional programs and stakeholders
e Management of customer financial programs, incentives, and fees

Such functions could be acquired as part of the C2 core system or through a separate
commercially available financial management function procured as part of the core system
contract?, as depicted in the diagram below. However, it is not the intention to mandate one
approach over the other, in order to avoid constraining system integrator or vendor design
choice and ability to innovate.

Contract Contract
C2 systems integrator C2 systems integrator
System
System C2 core
C2 core
System
Function Financial management
Financial
management Function
Financial
management
Financial management delivered as part of a Financial management delivered separately from
core system, but under the same contract the core system, but under the same contract

When financial policies and procedures affect both program/partner agency finances and
customer experience, it will remain important to coordinate and find balance between any
potential competing needs.

The Clipper® Contracting Agency will be the primary user of the C2 financial management
functions; however, information will be made available to each of the C2 operators

The primary user of the C2 financial management functions will be the Clipper® Contracting
Agency, but partner agencies will have responsibilities as well. Access levels can be defined,
and user interfaces customized, in the system to facilitate performance of C2 financial
responsibilities and reporting by appropriate parties.

The existing C1 system financial management processes will serve as the basis for
definition of the C2 financial management processes, with improvements identified

The existing processes are outlined in various C1 system documents, which will be reviewed
and confirmed by the C1 system partner agencies as the basis for definition for C2 system

3 Or through a separate standalone contract, but this is not currently part of the acquisition strategy
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operation. However, with enhanced functionality available through the C2 system and process
improvements should be identified and considered.

The C2 financial management functions should be expandable to accommodate financial
processing for other programs in the future (3)

The financial management functions should be expandable to include financial processing for
other programs, such as FasTrak®, the Express Lanes Network, parking, last-mile providers,
etc., and should allow for interfaces with other systems to facilitate data input in the future, as
well as configurable business rules for allocating revenue and sharing costs for foreign
transactions.

4.2.4.1 Financial and Transaction Processing

C2 will enact fare policies, record all sales and use transactions, and process applicable
credit card purchases for C2 sales at end devices

C2 will enact all fare policies, such as the value to be charged to a customer for purchase of a
pass or the cost of an individual ride or transfer. Fare policies are envisioned to be identical in
the C1 and C2 systems at initial C2 launch; however, C2 will provide considerable flexibility to
meet future agency fare policy needs such as time-based fares, accumulator passes, rider
classes, etc. All sales and use transactions at C2 devices will be recorded in C2, and C2 will
process credit card payment transactions through the designated merchant gateway(s) for
collection of funds for sales and open payment transactions. In the event that credit card
payment transactions are processed by a third party (e.g. a transit agency or retailer), C2 shall
include the ability to reconcile sales against receipts from the third party.

C2 financial management functions will calculate revenue allocation for the partner
agencies, have the ability to distribute operating costs, and maintain the financial
position of individual customer account (1)

The financial management functions will consolidate all information required to determine the
revenue allocation among partner agencies. Financially relevant information that will impact
revenue allocation may include, but is not limited to, sales and use transactions from C2, bank
fees, chargebacks, and customer refunds/adjustments, and may originate from various external
systems or vendors. C2 may choose to distribute operating costs through the financial
management function, and partner agencies may need to verify the cost distribution. Customer
account financial information will be maintained by the C2 financial management function.

Sales of C2 fare products (e.g., cash value, parking value, transit passes) and cards from
external sources must be accounted for in the C2 financial management functions

C2 will record all product sales including those performed by third parties. The process of
collecting funds from the third-party sales will provide the appropriate data to the C2 financial
management function to enable revenue distribution among partner agencies and allocation of
costs such as commissions and fees.

C2 will provide a consolidated merchant gateway capability while still supporting partner
agency-specific gateways.

In order to reduce the fees for credit card processing throughout the region, C2 will include the
capability to support a consolidated merchant processing/gateway. However, it will also be able
to accommodate multiple merchant processor/gateway services in the event that one or more
partner agencies decide they want to use their own merchant processor/gateway.

The merchant gateway(s) utilized in C2 will include functionality to process chargebacks and
send relevant chargeback information to the C2 financial management functions. C2 will provide
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flexible and configurable fraud management capabilities based on chargeback information to
enable blocking of an account, removal of disputed value, and other actions to reduce or prevent
revenue loss.

The C2 financial management functions will collect all financial data required for
calculating revenue allocation and the flexibility for future collection of other cost-sharing
data (1)

The C2 financial management functions require detailed sales and use transaction information
for calculation of revenue allocation and settlement among partner agencies. Other information
required for revenue allocation, such as bank settlement and fees, card sales, chargebacks,
refunds/adjustments, should be provided to the C2 financial management functions as well.

Flexibility should be provided for enabling automated interfaces in the future for C2 program cost
elements, such as retail commissions, customer service provider fees, and other operational
costs from external systems.

The C2 financial management functions will provide various options for supplying
financial data to the partner agencies (1)

C2 should allow for financial data to be extracted in a variety of formats, including reports, raw
data, and application program interfaces (APIs), so relevant information can be provided to
partner agencies. Interfaces between the C2 financial management functions and the financial
management functions of the partner agencies is not envisioned.

The operating agency financial systems will be independently operated from the C2
financial management functions (1)

Provided that all partner agencies use the same Chart of Accounts for C2, the financial systems
in use at each partner agency do not need to be identical to the C2 financial management
function. C2 financial management data can be supplied to the partner agencies to perform their
internal business functions related to C2; the C2 system should accommodate an interface to
integrate with external financial systems, should an agency desire the ability to automate data
exchange. Access to the C2 financial management function may be given to partner agencies as
needed to perform their C2 responsibilities. These divisions of responsibilities will be further
defined during the technical specification development phase.

4.2.4.2 Apportionment and Settlement of Funds

C2 fare policy will be implemented in C2 (1)

Fare policies for sales and use of each fare product (e.g., cash value, parking value, transit
passes) will be configured in C2. Current C1 system fare policy will be replicated in C2 at initial
C2 launch. The C2 system will provide considerable flexibility to meet future agency fare policy
needs such as time-based fares, accumulator passes, rider classes, etc.

The C2 financial management functions will enable users to configure financial business
rules to enable the distribution of revenue and sharing of liabilities among C2
participants (1)

The C2 financial management functions will be the single source for calculation of revenue
allocation for the C2 program and will also be capable of calculating cost-sharing and allocation
for the C2 program.

Revenue apportionment and settlement business rules will be fully configurable within C2. Each
fare product (e.g., cash value, parking value, transit passes) may have unique business rules for
distribution of revenue among participants, based on sales, use, or other formulas. Other types
of transactions relevant to revenue sharing, such as chargebacks, credit card processing fees,
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banking fees, and so forth, may also be applied to the revenue distribution calculation according
to configurable formulas, and the C2 financial management functions will provide this
functionality and flexibility.

Revenue settlement frequency in C2 will be configurable. Currently in the C1 system, settlement
is performed daily. MTC and the partner agencies will determine the frequency of revenue
settlement (i.e., daily, monthly, other) for C2 prior to C2 implementation. C2 should be
configurable to easily allow changes to the overall settlement frequency, as well as the
frequency of inclusion of certain elements of settlement (e.g. some elements may be included
daily, some included monthly). Exception transactions and manual adjustments will be handled
by business rules. Initial revenue settlement frequency for C2 is to be determined.

C2 should also be capable of calculating the distribution program operating costs and liabilities,
such as retail merchant commissions, customer service fees, and numerous additional costs that
could be allocated and shared among partner agencies, according to configurable business
rules. Each cost element may have unique business rules, and the C2 financial management
function should provide significant flexibility for defining rules, formulas, and frequency for
allocating costs among partner agencies. It is envisioned that, initially, C2 cost-sharing will be
performed outside of the C2 financial management function.

The financial management functions will require access to C2 ridership and revenue data in
order to calculate apportionment of revenue and costs, to support the settlement frequency for
these activities.

The Clipper® Contracting Agency will hold C2 accounts and enact funds transfer for C2
revenue settlement on behalf of the region (1)

The Clipper® Contracting Agency may authorize the C2 system integrator to enact funds
transfer with oversight and auditing from The Clipper® Contracting Agency or contract holder.

The C2 financial management functions will provide flexibility to settle on a cash basis
and receivables basis (1)

Today the C1 system for the Clipper® program settles revenue with C1 system partner agencies
on a receivables basis. C2 will provide flexibility to settle based on cash and receivables, as well
as a combination of the two approaches (e.g., sales and use that operators may settle on
receivables while sales from a third party may settle on a cash basis). As part of the settlement,
a reconciliation will be performed to verify the financial data reported.

C2 will provide extensive reporting capabilities for the Clipper® Contracting Agency and
its partner agencies to facilitate reconciliation and to investigate and resolve
discrepancies (1)

C2 will provide a set of reports customized to support financial business processes, with content
and format to be defined by the Clipper® Contracting Agency and its partner agencies. C2 will
also provide the capabilities for the Clipper® Contracting Agency and its partner agencies to
modify the customized reports as well as to generate ad hoc reports. In order for financial
reports to match core system data, the C2 system will provide near-real-time data updates.
Reporting and reconciliation in C2 will enable tracking of orders from the creation through funds
collection through fulfillment of the order.

4.2.4.3 Accounting
C2 will hold a single General Ledger Chart of Accounts for C2 Financial Business
Operations (2)

The C2 General Ledger Chart of Accounts will be defined and maintained in the C2 financial
management function. The Clipper® Contracting Agency will define the requirements for the C2
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General Ledger Chart of Accounts with input from the partner agencies. The system integrator
will develop and maintain the General Ledger Chart of Accounts. Individual agencies may have
different charts of accounts in their own financial systems, with a translation between the C2
General Ledger Chart of Accounts and the agency-specific chart of accounts, if needed to
support data export. The General Ledger shall be generally accepted accounting principles
(GAAP) compliant and shall include a trial balance.

The C2 Financial Management functions will provide various levels of access to facilitate
performance of financial management responsibilities by the Clipper® Contracting
Agency and its partner agencies (2)

The Clipper® Contracting Agency and the operators will have specified financial management
responsibilities to support the C2 system, and staff assigned to perform these responsibilities.
The financial management functions will provide various configurable levels of permissions and
access to enable the Clipper® Contracting Agency and operator personnel to perform the
appropriate C2 financial tasks.

C2 will be audited annually, and the system design will facilitate the audit process (2)

C2 will be audited annually, at a minimum, by the external auditors for the Clipper® program,
and the audits will be performed using and in accordance with generally accepted auditing
standards (GAAS). The design of the C2 Financial Management functions will provide easy
access to data on C2 funds collection and disbursement, as well as cost-sharing, to facilitate
Clipper® program auditing.

C2 will enable appropriate financial controls (2)

C2 will be in compliance with financial controls regulations, such as Sarbanes-Oxley and
SSAE16. The system integrator and its vendor(s) will be responsible to engage appropriate
measures to maintain and demonstrate compliance to appropriate regulations. The Clipper®
Contracting Agency will perform audits of the C2 system integrator and vendor(s) as necessary
in support of this compliance.

4.2.4.4 Revenue Servicing

All Clipper TVM revenue servicing will be performed by partner agencies (2)

The Clipper® program will not include in its scope TVM revenue servicing (cash collection from
TVMSs); this will be the responsibility of the operators and subject to their own work rules.

It is likely C2 will be required to provide some form of verification and accounting of the revenue
collected from these TVMs, however, as part of its Financial Management functionality.

Only the operator or the party responsible for the revenue servicing or auditing should have
control over who has access to TVM.

4.2.45 Debt Collection

Debt collection under C2 will be the responsibility of the Clipper® Contracting Agency (2)

It is assumed that debt collection will be wholly performed by the Clipper® Contracting Agency;
however, C2 may support the debt collection process by providing reports as required.
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4.2.5 Data Management

The following diagram highlights the data management capabilities and related business
functions and actors. This capability includes key concepts for data storage, data location,

analysis, presentation, exporting, and configuring data.
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Figure 9: Data Management Capabilities and Associated Business Functions

A simplified conceptual functional architecture for data management is below.
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4251 Data Storage

C2 will enable the storage of recent C2 data within the core system (1)

C2 will store recent data in the core system. Recent data will include operational data such as
customer account information, business rules and recent transactional data of a certain age.

As the recent data ages beyond a certain point, it will be considered historical data and moved to
the external data store in line with relevant data retention regulations.

C2 will enable C2 data to be stored and managed independently from the core system,
without affecting core system performance (1)

C2 will include an external data store that stores C2 data external to the core system. The
external data store will be delivered as part of the C2 program, but will be architecturally,
operationally, and contractually external to the core system. The external data store will store a
mirror of the recent and historical C2 data held in the core system, in a manner that enables
authorized users to query, locate, and retrieve stored data flexibly, quickly, and easily through
reporting tools without affecting core system performance.

The external data store shall be capable of being maintained, upgraded, and disabled without
degrading the functionality or performance of the core system.

C2 shall include a system of record with a robust audit tracking capability (2)

The data residing in C2 shall be the single, authoritative record of all Clipper® data—a decision
must be made regarding which C2 sub-system is the system of record. C2 must provide robust
audit tracking; further, records/files must not be overwritten without confirmation and posting to
an audit log.

C2 will not preclude data from other sources being stored in its external data store (2)

The data needs of the region are growing. The need to enable the storing and analyzing of
regional data means that C2 should be architected to allow regional partners to utilize its
external data store to store their data in the future. This could potentially include the C1 system
during any operational overlap phase, other MTC or partner agency systems, and regional
programs operated by MTC or other parties, such as tolling.

C2 will provide an external long-term data storage capability (3)

C2 will enable the long-term storage of historical C2 data that has aged beyond the relevant data
retention period. Such data will be moved to long-term storage in a manner that still enables
searching should queries arise but does not need to provide for quick and flexible querying
through reporting tools. Conceptually, this could be achieved through storage in slower to
access data media (such as tape storage), although with the advances in cloud data storage
technologies likely over the next decade, it is conceivable that the external data storage vendor
may propose an alternative solution that allows for quick flexible access to all data stored.

C2 will define a re-usable interface to the external data store (1)

An interface between the C2 core system and the external data store will be defined to enable
data to be transferred from the core system to the external data store. The interface will be
designed to be re-usable for other future non-C2 data sources that might also export data to the
external data store.

The re-usable interface shall be capable of being maintained, upgraded, and disabled without
degrading the functionality or performance of the external data store or the core system.

50



IBI GROUP TECHNICAL MEMORANDUM
C2 CONCEPT OF OPERATION AND LIFECYCLE CONCEPTS — DRAFT FOR RFEI
Prepared for the Metropolitan Transportation Commission (MTC)

March 28, 2016

C2 will enable data storage configuration without the need for vendor change orders (1)

It is impossible to define now exactly what data needs to be stored over the life of C2. Therefore,
to minimize whole-life cost, C2 should enable maximum flexibility to change the configuration of
its data storage capabilities (both core system and external) without the need for a vendor
change order. Potentially this could be achieved through the provision of a vendor service
contract that includes data storage configuration within its scope, although other options will also
be explored.

Configuration parameters will be defined during the C2 requirements phase, but could include
what data gets stored, how frequently it gets pushed to the external data store, allowance for
changes to data retention rules, and access permissions.

C2 will enable data to be managed in line with data retention requirements (1)

C2 will enable the management of the data stored, both in the core system and the external
store. Such management actions might include data purging (e.g., freeing up space in the data
store or deleting obsolete data no longer required by the system, based on the age of the data or
the type of data.), archiving (e.g., making a copy of the data that is purged) and deleting (e.g.,
removing the data from the data store without making an archived back-up). Such management
actions will be controlled by the relevant data management and retention regulations.

All vendors and partner agencies will store and manage all C2 data in accordance with all
applicable regulations, statutes and policies (1)

C2 will also process and store all data in compliance with all relevant regulations, such as
Payment Card Industry (PCI) security standards.

The Clipper® Contracting Agency, the partner agencies, and C2 system integrator/vendors will
also have access to personally identifiable information (PII) in connection with the performance
of their Clipper® program responsibilities and activities. Pll is any information that is collected or
maintained by a partner agency that identifies or describes a person or can be directly linked to
a specific individual, including that individual’'s account. Examples includes name, address,
phone number, and social security number.

The Clipper® Contracting Agency, the partner agencies, and C2 system integrator/vendors shall
adhere to all relevant policies, statutes and regulations regarding the handling of personally
identifiable information, including but not necessarily limited to:

e MTC Privacy Policy, in the Executive Director's Management Memorandum No. 323
e California Information Practices Act (Civil Code sections 1798 et.seq)

Any breach or potential breach of these regulations identified by the partner agency or C2
system integrator/vendors should be reported to MTC within two hours of discovery, as defined
in the Clipper® Operating Rules.

4.2.5.2 Data Access, Business Intelligence and Reporting

The demand for transparency from federal, state, and local jurisdictions has become paramount
in public transit. Transit agencies have been put under pressure to increase the frequency,
volume and delivery options for their reporting. To assure compliance and on-going grants and
funding, regulatory reports must be timely, accurate, and provide data in a variety of formats.
Compounding this challenge is that information is often complex in an inter-agency organization.
Managing reporting and the pertinent data are key capabilities provided in C2 that will support
the generation and delivery of reports, including regulatory reports.
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C2 will enable partner agencies to access to agency-specific raw data, prior to any
processing occurring (1)

Partner agencies will be able to access recent C2 data relevant to their agency before it
undergoes any fusion or processing with other data. C2 will enable partner agency authorized
users to locate and export from the system such raw, pre-processed data.

C2 will enable partner agencies to access agency-specific processed data (2)

Partner agencies wish to access processed data down to the individual transaction level to
support transaction-level reconciliation with partner agencies. C2 will enable partner agencies to
quickly and readily access such operator-specific processed data.

C2 will enable configurable access to its data (1)

While C2 is a regional system, access to all data it stores (including that in the core system and
external to it) should be controlled through access permissions configurable by an authorized
user. Examples of control might include ensuring only users from a particular agency have
access to data from that agency.

C2 will enable access to statistically representative samples of anonymized personal
data (1)

C2 will hold a huge amount of data that can be used for planning and analysis purposes. Such
data will include personal information, storage and access to which is subject to applicable
privacy laws. C2 will enable authorized users to access statistically representative samples of
suitably anonymized personal data.

C2 will include basic Business Intelligence and Reporting functions in the core system
but the ability to run queries against the core system will be highly limited to avoid
impacting system performance (1)

C2 will provide a basic business intelligence and reporting functionality with the core system.
However, the ability to run queries against the core system will be highly limited to avoid
impacting system performance. Most queries will be run against the external data store instead.

The use of third-party reporting tools to access data stored in the core system will not be
enabled to avoid potential system performance and integrity impacts.

C2 will include Business Intelligence and Reporting functions with the external data
store (1)

Authorized C2 users will have access to a business intelligence and reporting capability provided
with the external data store. Such a capability will enable users to locate, view, and analyze
stored recent data and generate reports.

To minimize whole-life cost, reports will be fully user creatable, configurable, and re-usable and
will not require system integrator/vendor input to create, replace, update, or delete.

C2 will enable authorized users to access externally stored data using third-party
reporting tools (1)

C2 will provide an open, flexible access to recent, historical, and long-term data stored in its
external data store to authorized users with their own third-party reporting and analysis tools (not
provided through the C2 program) via a defined, re-usable interface.

All such data access will be subject to appropriate security controls.

52



IBI GROUP TECHNICAL MEMORANDUM
C2 CONCEPT OF OPERATION AND LIFECYCLE CONCEPTS — DRAFT FOR RFEI
Prepared for the Metropolitan Transportation Commission (MTC)

C2 will enable its data to be exported to external parties, subject to security controls (2)

External parties will request C2 data—examples could include for financial or audit reporting
purposes or senior management requesting data. C2 will, therefore, include a capability to
export data from the core system in readily readable formats, including both its raw form and
also in a report form. Such external exports will be subject to appropriate security controls to
avoid creating security weaknesses—nboth in terms of technical and procedural measures. It is
expected that only authorized users will be able to perform exports, following an approved
request from an authorized user.

C2 will enable authorized users to access read-only operational stored data through user-
friendly interfaces (1)

To support the operation of C2, authorized users will require read-only access to certain
operational recent data. Examples may include partner agency staff requiring access to
customer account data; accurate and up to date information on customer service actions related
to their agency, such as call volume, call purpose, and fare adjustments issued; partner agency
maintainers requiring access to system monitoring and health data; and partner agencies
requiring access to operational data such as faregate throughput. C2 will enable such authorized
users to locate, view, and edit such data through user-friendly interfaces accessible both when
connected to the system as well as remotely through an appropriately secure connection. Such
user interfaces may include dashboards for presenting summary or aggregated data.

C2 will support future access to historical data for transit applications developed by
others (3)

BART is exploring the usage of “gamification” applications to encourage transit ridership. Such
applications, which provide game ‘points’ for using transit and allows players to convert these
points into fare products or value, would require access to historical data.

C2 will not preclude future access to historical data for transit applications developed by other
authorized participants, subject to applicable privacy laws. Gamification access must be opt in
for third parties to have data access.

C2 will collect and make available data to support better customer, operational, and
governance decision making (2)

The C1 system does not provide sufficient quality data to enable informed customer, operational,
or governance decision making. To better support evidence-based decision making C2 will
provide expanded capture and reporting of a wider range of data, with a focus on customer,
capital, and operating costs and transactions.

Data may include system integrator and vendor costs, MTC costs, partner agency costs and
transactions with clear demarcation between cost types and sources. All such data would
adhere to appropriate privacy and access requirements.
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4.2.6 Data Exchange

C2 will need to exchange data between its sub-systems and with external systems controlled by
another party. The diagram below left highlights the certification management business functions
and actors.

6
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4.2.7 Certification Management

The diagram below left highlights the certification management business functions and actors.
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Figure 11: Certification

Management Capabilities and
Associated Business Functions

C2 will include a certification program to certify third-party
vendor products (2)

The open architecture of the Clipper® program will provide the
ability to certify multiple alternate hardware and software
solutions for potential integration into C2. The definition and
update of certification requirements will be managed as a
discrete business function within C2 assuring that vendor
solutions are certified to C2 requirements and that vendor
certifications undergo a quality check.

Conformance to specifications will be required to achieve
interoperability between devices for all media, reader hardware,
antennae, software, and applications. Test specifications will be
developed to verify compliance and adherence to certification
requirements using established industry standards where
possible, including, but not limited to, MasterCard® PayPass
(or MasterPass), Visa payWave, American Express
ExpressPay, as well as PCI requirements.

C2 will provide a base certification management program,
but partner agencies may elect to certify additional
options (2)

Partner agency-specific certifications may include
communication networks, installation requirements and
techniques, mobile apps, payment gateway, and agency-
specific hardware procurement processes. The use of agency-
specific options will require partner agencies to meet all C2
quality and certification program requirements to assure full
interoperability with C2. Certification of the agency-specific
certifications may be performed by a third-party certification
manager or self-certified by the partner agency or the Clipper®
program.
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4.2.8

Operational Support

C2 will generate large amounts of data, both real-time and historical, that can be used to support
and improve operator operations. The diagram below left highlights the operational support
business functions and actors.
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Figure 12: Operational Support
Capabilities and Associated Business

Functions

C2 will collect and make available real-time data to
support operations (2)

Data collected by C2 can be used to support operational
decision making in real-time. C2 will enable authorized
users to define certain conditions that may be of
operational interest. C2 will monitor its data, and, once
such a condition arises, C2 will make the defined action,
such as alerting a user (perhaps via email or text), or by
passing an alert to another external system The system
could simply provide the raw data to an external user or
system, provide an alert when certain thresholds have been
met (such as customer throughput), and/or provide a user
interface (Ul) that allows users to locate and view data held
in the system.

At times of high customer throughput or station crowding,
partner agencies could make more informed decisions on
real-time customer communications strategies based on
information provided by C2. Examples might include PA
announcements and dynamic signs, customer alerts (e.g.,
text, email), social media (e.g., Twitter).

C2 will make available anonymized real-time data for
third party web and mobile app developers (2)

Federal agencies including the National Weather Service
and Census Bureau have shared their data publicly for
years. Transit agencies like Washington Metropolitan Area
Metropolitan Transit Agency (WMATA) hosts all regional
transit data on its website in a way that developers could
access.

Third-party developers could create websites, web apps, and smartphone apps to provide a way
to plot the fastest, easiest trip using real-time ridership in conjunction with schedule data, alerts,
fares and Google maps

C2 will collect and make available historical data to support operations (2)

C2 will store historical data and make it available for operational, safety and security planning
and improvement purposes. Data collected could include transaction date/time, operator, station
or bus garage, device id, route/run, fare media/product/concession use and sales, payment type
(transit issued closed loop, bank issued, mobile phone), global positioning system (GPS),
automated passenger counter (APC), schedules, and ridership data.

C2 will facilitate Operational Planning using historical data, such as the following:

e Management of bus/rail fleets and schedules

Analyzing fare policy changes

Planning service changes

Forecasting ridership and revenue
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e Planning for events and tourist
e Adapting to changes in ridership patterns
e Coordinating with partner agencies

e |dentifying opportunities and issues proactively by analysing historical trends

C2 will enable appropriately authorized users to improve or support safety and security
through access to historical data (2)

This could include the following:
e Sharing data with emergency services, first responders, and government agencies

e Controlling fate gates, e.g., open all gates for fire/earthquake or other threatening
conditions

e Participating in safety and security incidents, for example, helping to locate a specific
person suspected of a crime or to support an AMBER alert for a missing child. This
concept would need careful consideration of the privacy implications and legal
requirements for accessing the data (warrants, court orders, etc.).

e Preventing fraudulent usage analysis to identify fraudulent usage patterns or
behaviors, including fare evasion and discount abuse. Identification could be manual
(a human reviews the data) or system-performed (the system scans the data and
identifies potential issues—either automatically or when initiated by an operator).

e Supporting the creation of safety and security management plans dealing with peak
periods and vehicle or station overcrowding

C2 will seek to reduce operator workload by supporting integration with operational
systems such as computer aided dispatch/automated vehicle location (CAD/AVL) (2)

e To reduce partner partner agency workload, C2 equipment could enable single sign-on to all
on-board systems including the fare collection system, passenger displays, route/run/fare
data, and the CAD/AVL system.

e Integration to on-board systems frees up the driver to focus on driving the bus. The driver
simply taps their C2 Employee ID card to the reader and is signed on to all systems. C2
integration could eliminate multiple sign-on and input of operational data.

Note: Need to better understand which partner agencies have (or will have) CAD/AVL and how
this might integrate the C2. This analysis will be performed during the requirements phase.
The C2 system integrator will monitor social media channels to determine potential

operational or maintenance problems (2)

The C2 system integrator will monitor the Clipper® social media channels for customers
reporting operational issues that may require the vendor and/or the partner agencies to take
operational or maintenance actions.
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4.29 Fraud and Security Management

The diagram below left highlights the fraud and security management capabilities and
associated business functions described in the concepts.
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Fraud and Security management
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Figure 13: Fraud and Security

Management and Associated Business

Functions

4.29.1 Fraud Management

Fraud Management supports the prevention, education,
and investigation of fraud-related matters. This includes the
identification of fare evasion, organized fraud rings,
computer fraud against partner agencies, distribution and
sale of counterfeit fare materials, credit/debit card fraud,
corporate fraud, and misconduct involving fare-related
issues and employees.

C2 will provide insight to partner agencies on sales,
distribution, and use of fare products to proactively
identify fraudulent action and enable fraud intervention

(2)

Fraud management techniques employed may include data
mining and pattern recognition, including rules-based
expert systems and machine-based identification of fraud
characteristics. Statistical sampling may be employed to
identify potentially rare fraud events.

C2 will provide analytic tools and algorithms to identify
fraud and provide deterrent and resolution of fraud
events (2)

C2 may employ advanced fraud prevention features
utilizing tools and algorithms that have been successfully
employed in the payment card industry. These may
include, but are not limited to: Peer Group Analysis, which
is used to detect individual patterns that begin to behave in
a way different from patterns that had previously been
similar, and Break Point Analysis, which operates on an
account level to detect anomalous behaviour.

4292 Security Management

C2 will provide a modern, flexible account
flagging/hotlist capability (1)

The C2 system will maintain a centrally located hotlist, or negative list, of blocked accounts. C2
devices may also store the hotlist/negative list locally, and receive updates from the centrally

located list. The capability to query and edit the hotlist/negative list shall be limited to authorized
users and devices only.

The Clipper® program will consider potential security requirements for enhanced

customer identification (3)

Unlike airlines, transit systems are considered ‘soft readers’ for terrorism. It is conceivable that
security requirements may be placed on transit systems to support enhanced security features
such as passenger identification or screening of potentially hazardous materials.
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The Clipper® program should, at a minimum, consider how such future requirements may (or
may not) be accommodated.

Requests to access physical assets could utilize a C2 card as means of identification (3)

Access to physical assets, such as security doors and TVMs, will be decided and controlled by
the partner agency/asset owner. While C2’s primary mission is a fare collection system, C2
could potentially support such access by enabling a C2 card to be used for identification
purposes.

4.3 Maintenance Concepts

Maintenance is the set of activities that ensure the Clipper® system continues to meet its
functional and performance requirements throughout the operational phase. The maintenance
phase runs concurrently with the system’s operational phase.

The C2 maintenance capabilities are:

e System maintenance — system configuration, system monitoring and control, first
and second maintenance, maintenance depot management, central systems, software
and interface management.

e System configuration management — identifying and recording the items that
comprise the system, reporting on the configuration of those items and implementing
changes to those items.

e Asset management — refreshing system assets, and collecting and maintaining
information on system assets

e Business continuity — providing continuity of service following significant unplanned
events
4.3.1 System Maintenance

The following diagram highlights the system maintenance capabilities and associated business
functions.
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Figure 14: System Maintenance Capabilities and Associated Business Functions

4.3.1.1 System and Business Rules configuration

These concepts describe the configuration of the C2 system necessary to meet the initial and
evolving needs of the region.

C2 will enable authorized users to change certain parameters without the need for vendor
involvement or change orders (1)

Business rules such as fare rules, transfers, products, and security access lists are examples of
parameters that might change relatively frequently over the operation of the system. In order to
reduce whole-life cost, such parameters will be configurable by the appropriately authorized
users without the need for software development and/or vendor change orders. Authorized users
might include partner agency staff with appropriate rights to edit business rules. C2 should also
include enabled authorized users to schedule a future ‘effective date' for business rules, see
history of previous rules, and roll back to previous versions.

The C2 system integrator will still play a role in system configuration (1)

Although C2 will enable users to make changes to certain parameters without vendor
involvement or change orders, it is still anticipated the vendor(s) will be required to perform
certain configuration tasks with the system, including changing system permissions such as user
access, and configuring field devices including key and hotlist distribution, cryptographic
algorithm updates, and key rotations.

The C2 system integrator should be prevented from configuring parameters that may impact
operation conditions such as patron flow.
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The C2 system integrator and some partner agencies will perform field device
configuration (2)

Field device configuration will include key and hotlist distribution, cryptographic algorithm
updates, and key rotation. The C2 system integrator will be responsible for all field device
configuration unless specifically requested otherwise by a partner agency. In order to avoid
security breaches or damages to the Clipper® brand, partner agencies will only be permitted to
perform field device configuration when they can provide adequate assurances on quality control
to the Clipper® program.

4.3.1.2 System Monitoring and Control

C2 will enable remote monitoring and control of connected field devices, while allowing
partner agencies to continue their own local monitoring and control as desired (1)

C2 is distributed across a wide geographic region. To simplify maintenance and reduce costs,
C2 should enable authorized central users to monitor and control the devices and networks
connected to the central system, potentially including connected legacy C1 system devices still
operational under C2. The remote monitoring and control functionality should be available only
to those partner agency or vendor staff who are directly responsible for the operation of C2.

Monitoring could include checking device status or health, and control could include opening or
closing gates, powering down and restarting devices, and potentially more advanced controls
such as two-way communications and control to allow a central operator to communicate with a
person located at a field device and perform certain device functions remotely, such as issuing
refunds.

Most partner agencies perform monitoring and control of their field devices independently of
other partner agencies and MTC. Some operating agencies have staff, such as maintainers or
station staff, on the ground who are well-placed to monitor and control devices without the
program needing to incur costs to perform this function, and so some partner agencies may elect
to perform monitoring and control activities themselves instead of C2, and not all field devices
and agency systems may be available for central monitoring or control.

The C2 system integrator will monitor all back office systems (1)

The C2 system integrator will be responsible for the monitoring of all back office systems it
provides under the C2 contract.

C2 may record when TVMs are accessed for maintenance purposes (2)

C2 should be capable of recording when TVMs were accessed for maintenance purposes.
Records or event data related to TVM access will be managed by the applicable TVM control
system.

C2 will include an alert management capability (2)

C2 will issue alerts to authorized users when certain conditions occur. An alert management
function should be included allowing authorized users to configure who receives what alerts
through which channels under what conditions. Alerts could be sent to partner agencies, MTC,
and/or the C2 system integrator.

Example alerts could include alerting a partner agency’s first-line maintainer of a potential first-
line maintenance intervention that is required, alerting station staff to operational conditions
affecting safety and security at that station, alerting financial analysts to certain financial
conditions, and alerting customer service personnel to conditions that might degrade the
system’s performance to customers.
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Consideration should be given to avoiding ‘alert fatigue’ which can occur when too many alerts
are received with insufficient ability to determine significant alerts from minor alerts.

4.3.1.3 First-Line field device Maintenance
Partner agencies will perform first-line maintenance of all C1 and C2 systems field
devices installed on their properties (2)

This concept extends the approach to first-line maintenance from the C1 system, and partner
agencies will be responsible for preventive maintenance, corrective maintenance including fault
diagnosis, and removal/replacement of faulty components, restocking TVMs, and requesting
second-line support from the system integrator/vendor.

The Clipper® Operating Rules define first-line maintenance as:

e Routine equipment checks

Resolution of minor operational problems such as dollar bill jams and card dispensing
jams

e External equipment cleaning

e Internal component cleaning and lubrication (distribution devices only)
e Running diagnostics tests

e Removal and replacement of depot maintenance devices and modules
e Labor for scheduled replacement of devices and modules

Some partner agencies may elect to instead source first-line maintenance services from a third-
party, including, but not necessarily, the C2 system integrator.

Partner agencies will be responsible for sourcing and maintaining their own C2 spares for
first-line maintenance (3)

If a Line Replacement Unit (LRU) fails, the partner agency will attempt to resolve the issue
through first-line maintenance actions. If this fails to resolve the issue, the operator will be
responsible for returning it to the C2 system integrator maintenance depot for
repair/replacement.

When sending the LRU to the maintenance depot, the operator must replace the defective item
with a functioning spare, and partner agencies will be responsible for sourcing and maintaining
sufficient levels of C2 spares to meet their needs. Under this approach, partner agencies may
elect to purchase C2 spares through the C2 contract and store them locally, or make
arrangements for a third-party vendor (including, but not necessarily, the C2 system integrator)
to provide them on an as-needed basis.

C2 will provide a centralized maintenance management capability for first-line and
second-line maintenance (1)

C2 will enable the viewing and creation, schedule, allocate, track and report on maintenance
actions, including preventative maintenance. It will allow first- and second-line maintenance to
be tracked at both operator and system-wide levels. All partner agencies will be able to access
the maintenance management function. Maintenance incidents will be able to be created
manually by designated personnel using the maintenance management tool, as well as
automatically based on device events and alarms received through the device monitoring
system. The maintenance management system will have the capability to automatically generate
emails and text messages when maintenance incidents are created or change in status.
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C2 will enable partner agencies to use their own Computerized Maintenance Management
Systems (CMMS), should they exist to manage their first-line maintenance actions (3)

A number of partner agencies (but not all) will have CMMS that are used to manage their first-
line maintenance work. C2 will enable partner agencies to use these systems to manage their
C2 maintenance work through an interface between C2 and the partner agencies’ CMMS to
avoid duplication of effort and information. In this instance, the partner agency’s CMMS would
remain their primary source of maintenance management information.

4.3.1.4 Second-Line field device Maintenance

The C2 system integrator will provide second-line maintenance services for all C2 field
devices (2)

This concept extends the approach to second-line maintenance from the C1 system, under
which the vendor is responsible for second-line maintenance. Second-line maintenance is an
action taken to resolve a defect that is preventing an LRU from performing its required function
to the required level of performance that could not be resolved from a first-line maintenance
activity. Such an action could be performed on-site or remotely through some form of second-
line remote maintenance function.

The C2 system integrator would have responsibility for any required second-line maintenance
provided by pre-certified C2 device manufacturers.

C2 will enable partner agencies to perform their own second-line maintenance (2)

BART, due to union rules, performs its own second-line maintenance. This approach is expected
to continue for C2. Partner agencies will only be permitted to perform field device configuration
when they can provide adequate assurances on quality control to the Clipper® program to avoid
security breaches or damage to the brand caused by poorly-performed maintenance.

4.3.1.1 Maintenance Depot Program

The C2 system integrator will provide a depot maintenance program for all C2-provided
field devices (2)

The C2 system integrator’s depot maintenance program will include the provision of a central
spares inventory, the replacement and repair of faulty components and supporting functions
such as cycling low use and high use components to balance their rate of wear, and
development of maintenance procedures for operating agencies.

To simplify the maintenance experience for partner agencies, the system integrator will ensure
sufficient spares for C2-certified device vendors are held in the central spare inventory, and will
manage the contractual relationships with such vendors.

If an LRU fails, the partner agency will attempt to resolve issue through routine means such as
restarting the device. If this fails to resolve the issue, the operator will replace the faulty LRU with
one from their own spares inventory and will send the faulty LRU to the C2 system integrator for
repair or replacement. The C2 system integrator will send a replacement LRU back to replenish
operator’s spares inventory and will then repair/replace the faulty LRU and place it back into
their central spares inventory.

4.3.1.2 Operator-owned field device system maintenance

Operator-owned systems that interface to C2 will be maintained by the owner (2)

Several partner agency-owned systems will interface with one or more C2 systems. Such
operator-owned systems may rely on data coming from C2 to perform fully their functions.
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Examples include BART’s DAS system and legacy fare gates and TVMs that will include a C2-
provided fare reader integrated within them.

All such operator-owned systems that interface with C2 will be maintained by the owner of such
systems and will not be the responsibility of the C2 program.

4.3.1.3 Central System Maintenance
The C2 system integrator will be responsible for maintaining all central systems as a
normal part of business (2)

C2 system integrator will be responsible for maintaining the central systems, including internal
networks and databases. Central system maintenance will include tasks such as database
administration, performance tuning and network administration and problem solving.

4.3.1.4 Software maintenance

ISO/IEC 14764:2006 considers software maintenance to be comprised of four types as
illustrated in the figure below.

Corrections

Preventive
Modification of a product after delivery to detect and correct latent faults
before they become operational faults. This is typically part of the -
vendor’s maintenance scope on Most contracts. Proactive Overcome
: defects
Corrective ' Reactive
Reactive modification {or repairs) of a product performed after deliveryto | T~
correct discovered problems. Included in this category is emergency [
Includes maintenance, which is an unscheduled modification, performed to
temporarily keep a product operational pending corrective maintenance.
This is typically part of the vendor's maintenance scope on most contracts.
Software
maintenance
Per ISO/IEC 14764:2006 Enhancements
includes Perfective

Modification of a product after delivery to provide enhancements for
users, improve program lon, o recoding to im prod ]
performance, maintainability or ather attribute. This is typically [

performed under a change order on most contracts.

Proactive -
Adaptiue i Reactive.- Changes

Modification of a preduct performed after delivery to keep it usableina [ —
changed or changing environment. For example, the operating system
might be upgraded and some changes to the software may be necessary.
This Is typically part of the vendor's maintenance scope on most contracts.

The C2 system integrator will be responsible for preventive, corrective, and adaptive
software maintenance as part of its contract, with perfective maintenance done under
change orders

Software maintenance activities performed by the C2 system integrator will include the following:
e Plan and prepare for software maintenance

e |nvestigate and analyze maintenance requests to determine optimal response

o Perform the maintenance intervention, including development and testing

e Seek acceptance that the intervention was successful and that the maintenance
intervention can be considered complete

e Software migration and retirement

Software will reside on central systems and field devices, and as such all systems will be subject
to software maintenance tasks described here.
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Some agencies may wish to perform software maintenance tasks for field devices

Some partner agencies may wish to perform some or all of the above software maintenance
tasks for certain field devices installed at their properties. Under this approach, close
collaboration will be necessary between the C2 system integrator and the agencies, and the
same quality standards that apply to the vendor should apply to the agency performing the
maintenance.

4.3.1.5 Interface management
The C2 system will includes internal and external interfaces (see illustration below).

e Internal interface — some form of connection between two sub-systems delivered,
operated, and maintained by different vendors under the Clipper® program

e External interface — some form of connection between two systems, one of which is
delivered, operated, and maintained by the Clipper® program; the other of which is
delivered, operated and maintained, by another party.

System System
Non-Clipper Non-Clipper
systems systems
System
C2 core
External interface
: S;,r;t;m — |Nternal interface
C2 field devices
Boundaf\f Of C2 — Non-C2 interface

Interfaces typically represent risk to any program. This is particularly acute for external interfaces
with two different system owners at either end. The owners must agree on how their systems will
interface and, once operational, must continue to coordinate to maintain the interface through
the lifecycle of the system

All external and internal interfaces will be identified and defined by the C2 system
integrator

The C2 system integrator will identify all external and internal interfaces in an Interface Register,
and every interface identified will be defined in an Interface Control Document (ICD).

All internal and external C2 interfaces will be managed by an Interface Management
Group, chaired by the C2 system integrator, in accordance with an Interface Management
Plan

The Clipper® Program will establish an Interface Management Group (IMG) responsible for
managing all interfaces. The IMG will be chaired by the C2 system integrator but will include
participation from the owners of all systems that interface with C2.

The C2 system integrator will develop an Interface Management Plan that describes how all
internal and external interfaces will be managed. The interfaces will be managed in accordance
with the plan.
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Configuration Management

Configuration Management is the overall process

by which the

system’s configuration (including its hardware, software and related
documents) is identified and baselined, and requests to change that

configuration are evaluated and managed. It also
and auditing on the system’s configuration.

Configuration Management is, therefore, both a maintenance process

includes reporting

(identifying the system’s baseline configuration and making changes
to it), and a management process (controlling and assessing
requests for change), so this capability appears in both the system

maintenance and program management sections

of this document.

The split of configuration management business functions is

described below (pink are maintenance functions,

management functions).
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Figure 16: Split of Configuration Management Business Functions

between Maintenance and Program Management

The C2 system integrator will identify, record, control, and report on the configuration of

c2 (1)

C2 is a complex system formed of thousands of hardware and software components, with
hundreds of related documents.

The configuration of the system includes the unique identification and version of each

component, along with their functional and physical attributes and the links between them, at a
given point in time. It also includes the related documents and any business rule configurations
including fare tables and fare product configurations.

Under C2 the entire system configuration will be identified and recorded in an appropriate
system. Once identified, the configuration will be ‘baselined’ and requests to change that
baseline will be centrally controlled, reviewed, approved, and scheduled through a Configuration
Management Program (see Program Management section).
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The C2 system integrator will generate reports on the system’s configuration

The C2 system integrator will also generate configuration reports that provide the attributes of
the items under configuration control, along with the overall configuration baseline at a given

point in time.

Changes to C2's configuration will be implemented in a controlled manner, and only after
approved by the Change Control Board

Changes to C2's configuration will only be permitted after they have been approved by the
Change Control Board (CCB), as part of the overall Configuration Management Program. Once
approved, the responsible party will plan, design, build, test, and implement the requested

changes.

In most cases the responsible party will be the C2 system integrator; however, in some
instances some partner agencies, like BART, may wish to implement the change themselves. In
this case the same quality controls on planning, designing, building, testing, and implementing
the change will apply to the operator.

4.3.3

Asset Management

Clipper® is comprised of a hundreds of field devices connected to a central system, either
directly or through intermediary systems such as BART's DAS. Currently operational field
devices that play some role in Clipper® fare collection include:

12
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MCBF, warranty validity

periods, etc.

Who: C2 Systems Integrator

Using: C2

Figure 17: Asset Management Capabilities and
Associated Business Functions

o Faregates

Ticket vending machines

Add-fare machines

Clipper® card readers

Ticket office terminals

e Handheld devices

There are several different vintages and vendors
of the devices in operation, and some were
purchased through the C1 system contract, while
others were purchased from the device vendor
directly by the partner agencies. The field devices
are at different stages of their lifecycle. Some
have reached or are approaching the end of their
useful life and are scheduled for or in need of
replacement, while others still have a number of
years of operational life left in them. Some will be
replaced during the remaining operational stage
of the C1 system, while others will be replaced
once C2 is operational.

All such devices are C2 system assets that need
to be managed in the most cost effective and
efficient manner possible. This section includes
two key capabilities that will assist with the
improved management of these assets, namely
asset refresh and asset information.

The diagram above left highlights the asset
management capabilities and associated
business functions.
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4.3.3.1 Asset Refresh

Asset refresh deals with understanding what Clipper® assets should be refreshed and when and
the chosen asset refresh strategy will drive millions of dollars in capital and operating expense
over operational lifecycle of C2.

The C2 system integrator will develop an Asset Refresh plan (1)

An asset refresh plan is typically describes what assets are subject to refresh and the refresh
rates for each type. Refresh rates are typically influenced by the financial depreciation rates of
the assets, their ability to continue meeting operating requirements as they age and their
performance degrades, and the availability of next generations of devices. The C2 system
integrator will develop the asset refresh plan in collaboration with the partner agencies.

The C2 system integrator will be responsible for performing Asset Refresh, but some
partner agencies may perform the refresh themselves (1)

Once a refresh plan has been established, the C2 system integrator will be responsible for
implementing the refresh in accordance with the plan. Some partner agencies may elect to
perform the refresh themselves, depending on asset type. The Clipper® program or partner
agencies may be responsible for funding the asset refresh; this will likely depend on asset type,
refresh rates, and reason for refresh.

4.3.3.2 Asset Information Management

C2 will maintain detailed information on C2 assets deployed within or connected to the
system, including spares. (1)

C2 will maintain a full inventory of all assets deployed within or connected to the system,
including spares and those out for repair. Quantity, location, status, fault/repair history, refresh
rates, and history will be maintained. The system will maintain an inventory of all devices and
modules (to the LRU level) procured under, deployed within, or integrated with C2.

C2 will allow its users to locate asset information through a search capability and will provide
clear presentation of that information along with the ability to export and import information
easily, including external asset information systems maintained by partner agencies outside of
c2.

Alongside asset information, C2 will also maintain warranty information warranty validity periods,
manufacturer replacement status, and adherence of warranty for each device along with
statistics such as mean time between failures (MTBF) and mean cycles between failures
(MCBF).

Some C1 system assets and partner agency-owned assets that directly or indirectly support the
C2 system may not be included in the C2 asset inventory, and partner agencies may choose to
manage these assets separately.

Asset device quantity information will support demand analyses, including those necessary to
support planned operator fleet expansions and required numbers of local and central spares.
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4.3.4

Business Continuity

13

Capability
Business Continuity
Including disaster recovery as a subset of business continuity

Business function
Plan for business
continuity
Develop and periodically
refresh plans for business
continuity, including people,
technology, and procedures.
Include proactive/reactive BC
measures, and conditions that
trigger plan implementation,
and plan for returning to
normal operations

Business function
Monitor business

continuity readiness
Periodic verification of ability

to implement BC plan

Who: C2 Systems Integrator

Using: C2

Who: C2 Systems Integrator

Using: C2

Business function
Implement business
continuity plan
When BC conditions arise,
implement BC plan

Business function
Monitor business

continuity conditions
Identify conditions that may

risk busine ss continuity

Who: C2 Systems Integrator

Using: C2

Who: C2 Systems Integrator

Using: C2

Business function
Return to normal
operations
When BC conditions no longer
apply

Who: C2 Systems Integrator

Using: C2

Figure 18: Business Continuity Capabilities and
Associated Business Functions

planning

Business continuity

Business continuity activities are the people,

processes and technologies needed to ensure
essential business functions continue to operate
during an event or condition that threatens their
ability to be performed. As a subset of business
continuity, IT disaster recovery focuses on the IT
activities needed to support business continuity. IT

disaster recovery measures may include a

physically remote instantiation of the IT system that
can transitioned to at times of disaster.

A key driver of the nature, scale and cost of the

business continuity plan will be the desired

availability of C2’'s business functions. Certain

mission-critical business functions (such as
collection of revenue or data, or provision of
customer service) will have a much higher

availability requirement than other non-mission
critical functions like asset management. C2's

design will be driven by understanding these

requirements—a higher availability requirement will
require a more robust and expensive business

continuity design than a lower availability
requirement.

The figure to the left illustrates the business

continuity capabilities and associated business
functions. The figure below illustrates business
continuity activities and the related operational state
(e.g., normal operations, disaster recovery, etc.).

Defines plans for

Defines
plans
for

Includes

v

planning

Disaster recovery

N Business continuity
monitoring

Monitors for

Degraded
operations

v

Triggers »f

Implement business
continuity plan

May include

¥

Implement disaster
recovery plan

Degraded
operations

Figure 19: Business Continuity Activities and Associated Operational States

Enables operation
during degradation
period

Return degraded
operations to
normal once

condition ceases
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The C2 system integrator will develop business continuity plans, monitor for problematic
conditions, and implement the business continuity plan when necessary

The C2 system integrator will develop and periodically refresh plans for business continuity that
allow the availability requirements of the system to be met. The plans will include the people,
technology, and procedures; the proactive/reactive actions to be taken; the conditions that
trigger the plan’s implementation; and the parties responsible for each action, including partner
agencies and MTC as appropriate.

The system integrator will also monitor for conditions that could trigger the enactment of the
plan, along with periodically verifying its ability for the plan to be implemented.

When required, the system integrator will be responsible for enacting the business continuity
plan, as well as returning to normal operations once the condition or event has ceased to occur
or has decreased in severity to an acceptable level.

The business continuity plan will include plans for IT disaster recovery as necessary.
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4.3.5 Maintenance responsibilities for Clipper® equipment

The Clipper® fare collection system is comprised of equipment owned and maintained by partner agencies, C1 system devices that
will remain operational during transition from C1 to C2, C1 system devices that will remain operational while C2 is operational, and
new C2 equipment that will be supplied through the C2 contract. Responsibility for maintenance of each type of equipment will need
to be agreed as the program progress — but potential options are described in the figure below.

Operator-owned devices
connected to C2

C1 devices operational during C2
transition phase

C1 devices operational during C2
operational phase

New C2 devices

System and business rules
configuration

System monitoring and control

First-line field device
maintenance

Second-line field device
maintenance

Maintenance depot program

Software maintenance

Operator-owned field device
maintenance

Operating agencies

B — Options include

C2 systems integrator (full)

* BART performs its own second-line maintenance

A 1) C2 systems integrator Operating agencies (limited)
2) Operating agencies
3) Combination of 1 and 2 .
A Desire to sunset C1 contract after tra nsition, ‘:2 S\rSte m_s lnte&rat _or and
50 €1 extension does not appear in options operating agencies
Operating agencies
A

Options include
1) C2 systemsintegrator
2) C1vendor under as-is
contract extension
3) €1 vendor under modified
contract extension

* BART performs its own second-line maintenance

C2 systems integrator, with
access to field device vendors as
necessary

* BART performs its own second-line maintenance

Central system maintenance

nfa

nfa

Interface management

Configuration management

Asset refresh

Asset information
management

Business continuity

Operating agencies

Options include
1) C1 vendor under as-is
contract extension
2) €1 vendor under modified
contract extension

nfa

nfa

nfa

C2 systems integrator and
operating agencies

C2 systems integrator and

interfacing system owner

C1 vendor under modified
contract extension

Operating agency

C2 systems integrator

C1 vendor under modified
contract extension

C2 systems integrator, with operator support

Figure 20: Potential Maintenance Responsibilities for C2
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4.4  Program Management Concepts

This section holds concepts related to the program management of C2 during its operational

phase. Program management includes the business functions necessary for the management

and oversight of the program’s operation and maintenance. As today with the C1 system, it is
largely expected to be performed by the Clipper® Contracting Agency (currently MTC), with
some functions and support provided by the C2 system integrator and partner agencies.

Beyond the capabilities and business functions shown below, no further content is provided in

this version.

441 Program Controls

Using: MTC system

Using: MTC system

Who: MTC

Using MTC systom

Who: C2 Systems Integrator

14
Capabiity
Program controls
141 14.2 14.3
g Sub-capability Sub-capability
Sub-capabdity
Program and contract management m“"‘::’:: thn: and P‘:‘:““"
'Eus?:ss '\m:'hdon o Business Funchon Business lunclion Business function Busingss fanchian

lonitor vendor A : i sine s func

performance program business Including changes to contract Id:::?ef‘::::“‘ ! Manage project(s)

SLAs, KPIs otc rules and fare policies arising fram change requests %€

Who: MTC

Wha: MTC Who: MTC Who: Oparater, MTC

Using: MTC system

Business function
Manage operator
interaction with C2
program

Business Funcion
Manage agency
business rules and fare
policies

Who: C2 Systems Integrater

Using: MTC system

Usng G2

Who: Operator

Wha: 2 Sysems Integrator

Using: Opeerator system

Business Function
Establish and manage

Busine ss functon

Manage project
Business functon portfalio
Perform Config i
Control Who: MTC
Processing. reviewing Using MTC system

appeaning and scheduling
raguests to change the
system conbigurabon, via a

Business function
Manage program risks
Identify, log, mitigate

Using: C2 R
function Change Gontrol Board (CCE)
Wheo: MTC {escalated) Manage operator cost ||Whao: C2 Systems Integrator
P Who: MTC, Operator
sharing r
Using: MTC system In aceordance with Moy | U809 €2 Who: G2 Systems Integrator
Business Funchon Wha: MTC Using, MTG system
Manage - B function
laalien Using MTC sysdem c2 —
Log, escalate, resalve, repart. i P
L ol o - o Audit Configuration
unction Control
Wha: C2 Systems Integrator Manage vendor Who MTC Perform functional and
s invoices performance audits of system
Wha' MTC Using: MTC system and review C.C
Usng €2 Who MTC process for mpravement
Using MTC system Business function W HTC

Business Function
Manage program
decision-making

Inchudes all books, papers,
recards and d

Using: MTC system

reports

Wha: C2 Systems Integrator

transparent info on resource
loadng and prontizabon | re-
AsSigNMent processes

Usng €2

Wheo: C2 Systems Integrator

Using: C2

Businass Fundtion
Define and control
vendor processes

Develop, update and control
operational, mantenance and
managemeant proce sses

Wha: G2 Systems Integratar

Business Fundion
Develop plans
Develop, update and control
plans for all aspecds of vendor

work

Using: C2

Who: C2 Systems Integrator

Using: C2

Whe: MTC
Defi nd imp
Wha: C2 Systems Integrator e Process  usng MTC systom
Who MTC
Wha: MTC
Using: MTC system
Usng €2
Busi Function
X Manage vendor
Business Function resources
Provide progress Diefine, fallow and provide

Figure 21: Program Controls Capabilities and Associated Business Functions
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4.4.2 Marketing

15
Capability
Marketing
15.1 15.2
Sub-capability
. Sub-capability
Brandln.g.and Customer Education
advertising

Business function
Manage website and
social media

Business function
Identify Customer
Education needs

Whao: MTC

Who: MTC

Using: MTC system

Using: MTC system

Who: Operator

Who: Operator

Using: Operator systems

Using: Operator systems

Business function
Manage marketing
materials
Including approving card
designs

Business function
Develop Customer
Education material

Who: MTC

Wha: MTC

Using: MTC system

Using: MTC system

Who: Operator

Business function
Manage advertising
Defining and executing ad

campaigns

Using: Operator systems

Whao: MTC

Using: MTC system

Business function
Publish Customer
Education material

Who: Operator

Who: C2 Systems Integrator

Using: Operator system

Using: C2

Who: C2 Systems Integrator

Who: Operator

Using: C2

Using: Operator systems

Business function
Manage loyalty /
ridership programs

Business function
Store and distribute
Customer Education

material

Wha: MTC

Who: C2 Systems Integrator

Using: MTC system

Using: C2

Who: Operator

Who: Operator

Using: Operator system

Using: Operator systems

Figure 22: Marketing Capabilities and Associated Business Functions

Business function
Collect Customer
feedback
Surveys etc.

Who: C2 Systems Integrator

Using: C2

Who: Operator/MTC

Using: Operator/MTC systems
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Sub-capability
Organizational Change
Management

Sub-capability
Business process
management

443 People and Process Management
16
Capability
Peeople and process management
16.1 16.2 16.3

Sub-capability
Training

Business function

Business function

Stakeholder Identify business
Management processes
Who: MTC Who: C2 Systems Integrator

Business Function
Identify training
recipients and needs

Using: MTC system

Using: C2

Who: C2 Systems Integrator

Using: C2

Business function
Internal
communications

Business function
Document business
processes

Who: C2 Systems Integrator

Who: C2 Systems Integrator

Business Function
Develop training
material

Using: C2

Using: C2

Wha: C2 Systems Integrator

Using: C2

Business function
Governance

Who: MTC

Business function
Optimize business
processes

Using: MTC system

Who: C2 Systems Integrator

Business Function
Perform training
To MTC, Operator and vendor
staff

Using: C2

Who: C2 Systems Integrator

Business function
Skills and
competencies

Using: C2

Who: MTC

Business function
Monitor business
processes

Using: MTC system

Who: C2 Systems Integrator

Business Function
Monitor training
effectiveness

Using: C2

Who: C2 Systems Integrator

Business function
Organizational
alignment

Who: MTC

Using: MTC system

Business function
Performance
management

Who: MTC

Using: MTC system

Using: C2

Figure 23: People and Process Management Capabilities and Associated Business Functions



IBI GROUP TECHNICAL MEMORANDUM
C2 CONCEPT OF OPERATION AND LIFECYCLE CONCEPTS — DRAFT FOR RFEI
Prepared for the Metropolitan Transportation Commission (MTC)

444 Program Audit and Compliance

17

Capability

Program audit and compliance

Business function
Achieve, maintain and
report on external
compliance
requirements

Business function
Undergo audit

Financial audit

Whao: MTC PCI, Pll, security, others._.
Using: MTC system Wha: MTC
Wha: Operator Using: MTC system

Using: Operator systems Who: Operator

Business function Using: Operator systems
Audit vendor(s) Who: C2 Systems Integrator
contract compliance
Labor rates. database admin.,
SLAs, security, mgmt controls,
process requirements, Pll etc.

Using: C2

Business Function
Wha: MTC Reconciliation
oversight (escalated)

Using: MTC system

Who: C2 Systems Integrator Who: MTC

Using: C2 Using: MTC system

Figure 24: Program Audit and Compliance Capability and Associated Business Functions
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5 Other Lifecycle Concepts

5.1 Key Acquisition Phase Concepts

This section provides a high-level

summary of key acquisition concepts for

the C2 system. In this context, acquisition

refers to the end-to-end activities that

deliver a system/sub-system ready for Information +

Media

transition to the operational environment. e >
Therefore, acquisition is comprised of two =
1 ustomer Data + 777
main activities: procurement and delivery. Web = S
This document is not intended to describe —
all aspects of C2 acquisition; a separate )
document will describe the acquisition R
strategy developed for C2, provide further P
detail on concepts described below, and Transaction Data ™=
define additional key procurement and -
delivery concepts. ~
The preferred procurement model is for
a single systems integrator/prime X >
contractor responsible for the overall e =
C2 design-build-operate-maintain Financial Settlement > | | i] N \ehouse $$$

(DBOM) implementation with a bench

o . Works\/
contract for pre-qualified vendors and Retall + [ @ ?!7 [ ]
. Distribution 4 CLIPPER

Company F

suppliers
Figure 25 conceptually illustrates the S

model. All functionality within the outer, Expansion (%. ﬁ = ngn
black ring is within the integrator/prime e

DBOM contract, while individual functions
would be contracted as required.

DBOM Contractor Y,

Figure 25: Key Acquisitions Phase Concepts (Source: MTC)

C2 will be procured in a manner that enables the C2 system integrator to take over the C1
system functions at the end of the C1 system contract

The C2 system will be transitioned over time to ultimately replace the existing C1 system. In
order to minimize the duplication of services between the two systems during this transition
period, the C2 system integrator will be retained prior to the end of the C1 system contract and
trained appropriately so as to take over existing C1 system services and facilitate a smooth
transition. It is anticipated that the C2 system integrator will be prepared to take over C1
operational functions, such as the call center, card supply and fulfillment functions, and financial
reconciliation and administration, at the end of the C1 system contract.

Existing field equipment maintenance and support provided by the C1 system vendor shall
continue or may be transitioned to the partner agencies.

The Clipper® Contracting Agency will pre-qualify a shortlist of sub-systems/C2 function
providers

In order to ensure that the C2 system requirements and functions are delivered and performed
by the most qualified vendors with the most appropriate skillsets for the various C2 system
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functions, the acquisition strategy will isolate certain specific C2 system functions and
requirements and undertake separate and early procurement activities to either identify a
shortlist of qualified specialist vendors or contract with individual specialty contracts as
appropriate for specific C2 system functions.

This strategy will encourage best-of-breed vendors for specific functions and provide the
Clipper® Contracting Agency and the partner agencies with greater flexibility to make
adjustments over time to respond to technology changes, system upgrades, and customer
demands. This strategy can also recognize the different lifecycles of the system functions and
isolate those components or functions most likely to require modifications over the life of the C2
system contract. Examples of such components or functions include website development, call
center, interactive voice recognition (IVR) systems, new field equipment, and maintenance.

The Clipper® Contracting Agency will assign the integration and schedule risks associated with
multiple vendors to the C2 system integrator. The Clipper® Contracting Agency and the partner
agencies will require the C2 system integrator to include one of more of these shortlisted
specialty vendors on their team. In doing so, the C2 system integrator will select their preferred
candidate from the shortlist and establish their own contractual relationship with their preferred
candidate accepting the integration and scheduling risks associated with combining the work of
both the C2 system integrator and vendor(s) under one contract.

This strategy will enable the Clipper® Contracting Agency to maintain a bench of equipment
suppliers and require the new C2 system is designed, tested, and implemented in such a way so
as to accommodate equipment from several equipment vendors for future procurements. This
will provide on-going competitive tension amongst equipment vendors over the life of the
contract while also encouraging innovation.

The C2 system integrator will be required to include technology refresh planning and
delivery as a core part of their service

The C2 procurement strategy includes procurement concepts to support and sustain a current
and responsive C2 system throughout the life of the C2 system. As such, continuous upgrades
and enhancements to various system components and functions including software, systems,
field equipment, and maintenance contracts, for example, will be included in the procurement
documentation as a vendor requirement.

The terms of the procurement, including system requirements and vendor deliverables, as well
as the evaluation of vendor submissions will combine to reinforce this objective and the
consequent obligation on the part of the Clipper® Contracting Agency, partner agencies, and the
system integrator to work cooperatively to ensure the C2 system performs well over its life and
remains as current as possible given technical developments. Proponents will be required to
provide an initial technology roadmap along with regular opportunities for the Clipper®
Contracting Agency/C2 system integrator reviews of relevant advances in technology within their
proposals that illustrate a standard and required periodic system refresh. Gain share type
incentives could be used as incentives for the C2 systems integrator to encourage ongoing
investment in the increased functionality of the system and/or more effective ways to run the
system.

Certain C2 capabilities may be delivered “as a service”

It may prove more effective to deliver some C2 capabilities as a service rather than as a
traditional system procurement. Initially, “as a service” offerings were cloud-based software
services whose functionality was delivered over the internet, often through a self-serve
subscription model. Typically most associated with software as a service (SaaS), the “as a
service” industry has grown and now encompasses many types of services including but not
limited to software, storage, desktop, disaster recovery, marketing, business process, and
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security (variously known as XaaS). In traditional delivery models, these services require
infrastructure that might not be part of an organization’s core business. With XaaS, the
infrastructure is already in place via the internet, and the desired services can be outsourced.

One example where XaaS could be considered is the C2 data warehouse. Rather than requiring
the C2 systems integrator to provide a data warehouse and its associated elements, incurring
costs for software licensing and hardware, this functionality could be acquired as a service,
through cloud-based data storage, reducing administrative burden and cost, while promoting
greater interoperability with other systems, greater levels of customization, and, in some cases,
accelerated updates to functionality, all while ensuring that all users are operating on the current
platform.

The C2 contract will include Key Performance Indicators (KPIs) linking poor vendor
performance with financial repercussions and termination options.

KPIs will be identified and articulated in the C2 contract(s) to provide incentives for performance
above a specified standard and support the assessment of vendor performance. To facilitate
their effectiveness, KPIs must be established at such a level so as to have a meaningful impact,
either incentive or abatement, for the C2 system integrator.

The C2 acquisition strategy will not simply rely on termination provisions within the contract to
deal with unacceptable performance but will also establish contract provisions linking poor
performance to financial repercussions that will increase over time if poor performance
continues. Termination of a contract can only be used as a last resort where there is no potential
for improved performance.

The degree to which financial penalties can be applied depends on specific vendor
responsibilities, the ability to clearly establish performance measures, and the degree to which
the C2 system integrator is invested in the new C2 system. Similarly, the degree to which
vendors can be exposed to such financial repercussions is in part tied to the procurement
delivery model and the extent to which the system components and/or functions are
disaggregated across procurement streams.

5.2  Key Transition Phase Concepts

This section describes transition, the migration of operations from the C1 to the C2 system.
Transition begins when customers can first use C2 and ends when C1 is no longer available for
use by customers. The C1 system is fully operational in the Bay Area, so the migration to C2
cannot happen simultaneously and immediately for all partner agencies and customers. This
results in a period of mixed use of the C1 and C2 systems as the transition occurs.
5.2.1  Transition Goals
Several goals have been identified for the Transition from the C1 to the C2 system:
e Simple for customers, MTC, and the partner agencies

- Maximize utilization of C1 system cards in C2

- Robust reload network during transition to achieve desired C2 penetration

- Back end complexity could be acceptable if it simplifies the customer experience

- Single customer service point of contact (from customer perspective)
e Minimize risk while balancing cost, schedule, and quality of transition

- Brand and reputational risk

- Technical risk
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- Commercial risk
- Financial risk
o Cost effective
- Maximize re-use of equipment where feasible

- Minimize functional, operational and management duplication

5.2.2 Transition Concepts

At the highest level, the critical question for transition is “How can the C1 system be smoothly
transitioned to the C2 system, while ensuring the ongoing availability of the C1 system™? The
following key concepts have been developed in response to this question.

The Clipper® program will seek to adopt a single reader approach during transition,
unless the cost and risk of doing so outweigh the benefits (3)

The preferred transition approach for the customers, cards, and end-devices involves upgrading
or replacing existing Clipper® card readers to be able to process both C1 system and C2 system
cards.

This approach is preferred because it allows the C1 card to be re-used in the C2 system. While it
requires the upgrade or replacement of all existing readers to dual C1/C2 system capability prior
to transition start, this work can be done in parallel with the development and testing of the C2
core system.

The result is that once the system and equipment is ready for C1/C2 system transition, the
primary task remaining is to migrate customers to C2 operation. Once the majority of customers
are using C2, the C1 system can be retired.

The program will transition from the C1 to the C2 system in three phases: 1) Pilot, 2) Soft
Launch, and 3) Full Deployment, during which the current fare policies and products of
C1 system partner agencies will be replicated in C2 (1)

The new C2 system should be designed with maximum flexibility for future fare policies.
However, to facilitate the customer messaging during transition, the current fare policies and
products available from the C1 system will be offered in the C2 system.

The Pilot phase will include a small number of partner agencies and multiple modes. The Pilot
should include a select group of customers and operator employees, testing all features of the
core C2 system and all fare media/payment options. The goal of this phase is to confirm that the
C2 system operates as expected in production.

The Soft Launch phase will expand C2 use to all partner agencies, but will limit the number of
customers who have access to C2 fare media/payment options by limiting the number of sales
locations and distribution of C2 mobile apps/virtual cards. C2 functionality needs to be available
at all buses, and on at least one fare gate aisle per rail station; however, depending on the
transition approach selected, it is possible that C2 functionality will be available at all end
devices. It is recommended that new C2-only partner agencies wait until this phase before
introducing C2 on their systems (Note: this concept to be revisited following the selection of the
preferred transition approach). The goal of this phase is to confirm that the C2 system operates
as expected in production on a larger scale than the Pilot and validate that all partner agencies
have their internal processes and procedures in place to support C2 operation.

The Full Deployment phase will include the availability of C2 functionality on all devices in the
region and marketing and outreach activities to convert customers from the C1 to the C2 system.
The full C2 retail sales and reload network will be in place. Once the majority of customers (more
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than 80 percent, to be determined by MTC and partner agencies) have migrated to C2, the C1
system will be shut down.

The C1 system vendor will be asked to extend certain elements of operations and support
during transition (2)

It may be beneficial to have the C2 system integrator begin operating a combined C1/C2 call
center, distributing cards, and performing other functions for the C1 system while the C2 system
is being implemented. The extent of the activities will be determined based on what is permitted
under the existing C1 vendor agreement, and what is helpful to facilitate C1/C2 system
transition.

In order to streamline the transition, the contract with the existing C1 system vendor will be
extended into transition, at a minimum to maintain the C1 system software a state of acceptable
operation and implement necessary changes, as well as to provide ongoing second-line
maintenance services for all remaining C1 system hardware. The C1 system contract would then
terminate when transition ends.

Procurements may be staged for early implementation in preparation for Transition and
end of C1 system contract (2)

It may be valuable to bring certain aspects of the C2 system into operation as early as possible,
to provide sufficient time for testing and full implementation well before the C2 functionality is
introduced to customers in transition. Potential functionality for early implementation may include
a data warehouse or combined C1/C2 system customer service center.

Any fare collection procurement activities, such as state of good repair upgrades or new
equipment purchases, between now and C2 rollout should incorporate aspects of the C2
transition approach whenever possible (2)

The specific requirements can be defined further after the selection of the desired transition
approach. By including C2 requirements in near-term procurements, partner agencies place
themselves in a favorable position for transition from the C1 to the C2 system.

Where feasible, C1 system equipment will be re-used for C2 (1)

Some of the existing C1 system equipment is flexible enough that it can be reprogrammed
through software or firmware, for use in the C2 system. Examples include ticket vending
machines and current-generation bus readers.

Existing locations selling C1 system cards and value loading to customers should sell C2
cards and value loading, when appropriate, during the transition, and new C2-only
locations may be added during the transition (2)

Where feasible, the existing set of C1 system card sale and value loading locations should offer
C2 system cards and value loading to customers for continued customer convenience. The
timing of ending C1 system card sales/value loading and beginning C2 system card sales/value
loading, as well as any overlap in offering both the C1 and the C2 systems at the same retalil
location, will depend on the selected transition approach. Additionally, new C2-only sales
locations may be added.
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Customer support for transition will be prioritized and carefully planned and
implemented (1)

A smooth customer transition is critical to the success of the C2 system from a public
perspective, and therefore customer support must be carefully planned and implemented.
Customers should be informed when they have been transitioned from the C1 to the C2 system.

Customer support should include educational campaigns rendered for both frequent riders,
which may be fairly easy to reach, as well as infrequent riders and unregistered cardholders,
which may prove more challenging to reach. The customer service call center, walk-in centers,
and front line operational personnel should be trained on policies and procedures and equipped,
to the greatest extent possible, to assist with customer issues.

An automated customer transition approach is desired, where the C2 system will decide
when to transition a customer from C1 to C2 system operation, and initiate the process

)

Customers can be migrated in groups, as determined by the C2 system, beginning at time of
Soft Launch. It may be helpful to migrate registered customers before unregistered customers
because registered customers can be notified via email and website messages that they have
been transitioned to the C2 system. An option should also be provided to allow customers to
choose to migrate to C2 system operation rather than waiting for the automated migration
process. Information from the customer’s existing C1 system card and web account should be
transferred to their new C2 system account.

Any new agencies offering Clipper® functionality during any transition phase should
support both C1 and C2 system operation (2)

If a new agency implemented C2-only system equipment during transition, any customer still
using a Clipper® card in C1 system operation would not be able to use his or her card on the
C2-only system equipment. Therefore, agencies with C2-only system equipment should wait
until the C1 system has been fully retired before introducing C2 system functionality.

5.3 Key Renew, Refresh and Replace Phase Concepts

There comes a point in the lifecycle of any system where it, or elements of it, is renewed,
refreshed, replaced, or even removed from service.

For C2 an ongoing program of asset renewals and refurbishments will occur via the
maintenance activities performed during the operational phase. However, beyond the ongoing
renewal and refurbishment at the individual asset level, consideration must also be given to the
preferred approach to renewing, refreshing, or replacing the C2 system as a whole (and/or its
principal sub-systems). Conceptually, this could be considered as moving beyond C2 to C3.

There are a number of unknowns that could influence how C2 might be renewed, refreshed, or
replaced, which makes detailed planning at this stage of the C2 lifecycle a challenge. However,
such analysis is important to minimize the risks associated with this phase of its lifecycle. As the
program progresses it will be important to regularly revisit the concepts, plans, and assumptions
for its renewal, refresh, and replacement stage considering whether new information or
requirements have arisen.

To support flexibility in C2 sub-system replacement, C2 will seek to adopt a modular
design based on defined, open interfaces (1)

C2 will minimize the use of proprietary, tightly-integrated technologies and use defined, open
interfaces and a modular procurement strategy to maximize ongoing, flexible sub-system
replacement from a multi-vendor market
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C2 will require eventual replacement and plans should be made accordingly (2)

Although open interfaces and a modular procurement approach will enable flexible replacement
of certain C2 sub-systems, C2 will include a contract for a core system that performs centralized
functions such as transaction and financial processing. Fare payment vendors that might supply
the core system typically have pre-developed products they would customize and configure for
c2.

Eventually these core products will age and become obsolete as vendors develop new versions
of their core products that take advantage of new technologies and developments in the market
place. It is likely, therefore, the C2 core system will become obsolete at some point—potentially
through new technological advancements and/or vendor development of a newer product. The
C2 program must plan for such eventually accordingly, and embed in its design, governance,
and contracts the right measures to support such an eventuality. Such measures could include

e Consideration of how C2 field devices could be designed to support future integration
with a C3 core system

e The ability to access C2 data and enable its use with a future C3 core system
C2 should account for the varying useful lifespan of each major sub-system and provide
a means to allow flexible replacement of each sub-system (1)

End devices such as TVMs and payment readers will have a different lifespan from websites,
mobile applications, payment gateways, and so forth. C2 will be designed to expect and easily
accommodate replacements of major system sub-systems throughout the lifespan of C2.



